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ABSTRA CT

The designof ad hoc mobile applications often requires
the availability of a consistert view of the application
state among the participating hosts. Sud views are
important becausethey simplify both the programming
and veri cation tasks. We argue that preverting the
occurrenceof unannounceddisconnectionis essetial to
constructing and maintaining a consistert view in the
ad hoc mobile ervironment. In this light, we provide
the speci cation for a partitionable group membership
servicesupporting ad hoc mobile applications and pro-
posea protocol for implemerting the service. A unique
property of this partitionable group membership is that
messagesen between group members are guaranteed
to be delivered successfully given appropriate system
assumptions. This property is presened over time de-
spite movemen and frequert disconnections. The pro-
tocol splits and mergesgroups and maintains a logical

connectivity graph basedon a notion of safe-distance.

An implemertation of the protocol in Java is available
for testing. The implementation is usedto implement
Lime 1, a middleware for mobility that supports trans-
parent sharing of data in both wired and ad hoc wireless
environments.

Keyw ords
Mobility, ad hoc network, group membership, consis-
tency.

1 INTR ODUCTION

Group membership has beenan important problem in
the areaof fault-tolerant distributed computing and has
beenthe subject of extensive investigation [9, 1, 6, 21,
2,16, 19, 23, 20, 5, 8]. Solving the problem requires
the provision of a protocol/service that establishesand
maintains somekind of agreemem over time amongpar-
ticipating processes/sergrs about who is currently in

1Lime version 2.0

the group, despite the presenceof failures in the cor-
responding distributed system. Sud a group member-
ship service simpli'es the dewvelopmert of many fault-
tolerant distributed applications [9] and is widely used
for supporting reliable group communications.

We encourtered a group membership problem in our at-

tempt to support group computation in ad hoc mobile
ernvironments. Peer-to-peer or group cooperation are
commonscenariosor ad hoc mobile applications. When
two or more mobile hosts cometogether to form a group
working on the sameproblem, it is sometimesessetial

for all of them to have the sameview of the joint com-
putation state when they start working or when some
of the members leave the group. One important piece
of group state information is membership in the group,
i.e., who is and who is not in the working group. To see
why the same view about membership and the order
of membership changesare important, considera com-
putation scenariothat involvesfour hosts, H,;Hp; Hec,

and Hy. Initially H, and Hy, form a group; they agree
that if H. joins the group, they will execute protocol
C; if Hq joins the group, they will execute protocol
D; if H. and Hq join at the sametime, they will ex-
ecute protocol CD. If H; and Hy, do not obsene the
same order of joins by H, and Hy, (e.g., H; obsenes
H. joining rst, and H, obsenesHy joining rst) then

the group will result in a protocol execution confusion:
H, will executeprotocol C while H, will execute pro-
tocol D. The importance of agreeingon the sameview
about membership state intro ducesthe needfor group
membership services,which maintain a consistert view
about the membership among group memnbers.

The group menbership problem we encourtered is new
in the sensethat it has special requiremerts that are
di®erent from all previously studied ones. It not only
requiresavailabilit y/progress in the presenceof network
partitions, asmost partitionable group membership ser-
vices do, but also requires consistencywhen partition
occurs, which none of the previous partitionable group
membership servicessupport [17, 4, 3, 2, 15, 14, 13, 23],
as far as we know. The reasonwhy the previous par-
titionable group membership servicesdo not support



consistencyin the presenceof partition is fundamertal.

Becausethe assumedsystemmaodel is asyndhronousand
distributed, agreemet/consensusis impossible[18, 7].
Furthermore, network partition in a xed network is
usually infrequent and short-lived. This makes manual

cheding aviable option to solve any inconsistencieghat

might occur during network partition. Yet in our case,
we emphasizethe consistencyrequiremert becausenet-
work partition is a frequert evert in ad hoc mobile envi-

ronmerts and the costof \short-term" inconsistencycan
be very high in mobile computation scenarios. Mobile

hosts interact over wide spaces,and inconsistency can
propagate inde nitely and causeirreparable damagein

mission critical applications. Similar strict consistency
has been considered by Cristian [12] for the primary

group menbership problem in timed-asynchronous sys-
tems, but hasnot beeninvestigatedfor the partitionable

group menbership problem.

The goal of our group membership serviceis not only
to createa consistent view of group membership among
participants, but alsoto help usersand application pro-
grammers avoid the complexities intro duced by poten-
tial data inconsistenciescausedby mobilit y-induced link
failures. Mobilit y-induced link failures refer to the com-
munication failures causedby mobile units moving out
of ead other's communication range. The key char-
acteristic of a mobility-induced link failure is that it
is unrecoverable and more damaging than link fail-
ures in "xed networks. For instance, a messagesert
while a physical network partition is taking place can
be in a dubious state of delivery. That is, one side
(sender/receiwer) thinks it is \deliv ered", and the other
side (receiver/sender) thinks it is not. To make mat-
ters worse, no mechanism exists for either party to
disambiguate this situation. The link failures occur-
ring in xed networks are usually recoverable, in the
sensethat the communicating peers can always use
an acknowledgemert-retransmission-basedprotocol like
TCP to ensurea link failure is transient, becausein
a xed network any failed link will \everntually come
back". The unrecoverbility of mobility-induced link
failure can result in permanert data inconsistencyand
posesa great challengeto mobile application program-
mers. Our group menbership servicetries to help pro-
grammersin this matter by guaranteeing that the com-
munication betweengroup memberswill not su®erfrom
mobilit y-induced failure.

The strong requiremerts of the new group menmber-
ship service make it impossibleto implement in asyn-
chronous systems. In order to make this strong group
membership problem solvable, we introduce a certain
level of synchrony into our system model. We assume
communication serviceis reliable in ead physical net-
work partition and hasa boundedmessagelelivery time

tq within the partition. Yet, this alonedoesn't solve the
problem. As we merntioned earlier, a messagesert at
time t < tq before a physical network partition takes
placecanbein a dubious state of delivery. Weintroduce
a key concept called safe distance to solve the problem
by prevernting a group-related messagedelivery to fall
into the region/duration of network instability caused
by the partitioning process. We rely on location infor-
mation to decide when a host within communication
range is admitted to or eliminated from a group. The
policy is consenative in nature in order to ensurethat

the changesin group menmbership appear to be atomic,
i.e., are serializabletransactions. The algorithm accom-
modates both the merging of groups and the partition

of one group into multiple disjoint groups.

We have implemented a version of the strong partition-
able group membership protocol in Java. It supports
Lime, a middleware for rapid dewelopmert of mobile
applications. The implementation works properly if the
systemassumptionsof the protocol are met. The valid-
ity of the system assumptionsand how they might be
implemerted are discussedlater in the paper.

In the next section, we formally specify the systemre-
quiremerts and the de nition of the group membership
service. In section 3, we introduce the concept of safe
distance and presert our solution strategy for the group
membership problem. Section4 describesan implemen-
tation of our protocol. Section5 analyzesthe relation-
ships between safe distance, network delay, and mobile
host speed. Discussionsand conclusionsappear in Sec-
tions 6 and 7, respectively.

2 PROBLEM DEFINITION

Our ultimate goal is to provide application developers
with the ability to maintain a consisteri global data
structure in a setting in which mobile hosts come and
goasthey pleaseand engagein reliable transient collab-
orative activities. Applications that require this level of
consistencyare not commontoday, but with the advert
of wirelesscommunication, the situation is expectedto
change dramatically. Any situation that demands (for
legal or technical reasons)the presenceof two or more
speci c ertities to carry out a task may imposethe need
for a consistert membership view, as seenfrom the ex-
ample in the previous section. One can ervision the
futuristic notion of an electronic witness to a cortrac-
tual transaction or the circumstance in which routine
maintenance of commercial aircraft requires securelog-
ging in the presenceof an FAA inspector carrying an
authorized electronic badge.

In this context, the group membership service needsto
provide an accurate snapshot of the menbership view
all the time and a messageesntrusted in a view shall be
guaranteedto be deliveredto membersin that view, de-



spite motion and motion-induced disconnections. This
property makesthe group membership serviceuseful for
many mobile applications. Next we seekto formally de-
“ne the group menmbership problem.

Mem bership Speci cation

The group membership servicecanbe speci ed by de n-
ing its local state variables and the safety and progress
properties that it satis es. We useterminology and no-
tation similar to that of Cristian [11] to specify the prop-
erties. Let P bethe setof all hoststhat exist over time.
We assumeead host hasa unique identi er denoted by
i and drawn from the integersetZ™* , and all groupsthat
exist over time have identi ers drawn from a partially
ordered set G. Each hostin P maintains the following
two state variables: g and % g is the group identi er,
and Y4is a subsetof P. %is also called the membership
view of P, or \view" for short. Let T = [0;1 ) be the
range of time. Two functions are introducedto simplify
the phrasing of the speci cation:

group:PE£T ! G

mem:P£T;! 2°

group(p;t) yields the group identi er for host p at local
time t; mem(p;t) yields p's local view of the membership
Yat time t.We call a group g if its identi er isg. We call
g° a successof group g if there exists a member p of
g sud that the next group p joins after leaving g is g°
Like in [11], sucdg; p) is usedto denote the successor
of group g relative to host p; pred(g; p) is usedto to
denote the predecessorof group g relative to p. Given
these terms, the group membership serviceis speci ed
in the following manner:

2 Selfinclusion: a host is always a part of its mem-
bership view, i.e., p 2 mem(p;t) 2

2 Local monotonicity: group identi ers installed on
ead host are in increasingorder, i.e., pred(g; p) <

g < sucdg; p)-

2 |nitial memtership view: a host always installs it-
self asthe only member in its view when it starts,
i.e., mem(p;tini ) = fpg.

2 Memktership Agreement: If hosts p and q have
the samegroup id, then they have the sameviews,
i.e., group(p;tp) = group(q;tq) ) mem(p;tp) =
mem(q; tq).

2 Memlership changejusti c ation:  The successor
of group g w.r.t p is either a proper supersetor a
proper subsetof the group g.

2To simplify notation, we assume unrestricted variables are
univ ersally quanti-ed

2 Sameview messagalelivery: If host p sendsa mes-
sagemyq to host g at time t, and g is in mem(p;t),
then myq is guararteed to be deliveredto g at time
t% and mem(q;t% = mem(p;t).

2 Conditional eventualintegration: If two groupssat-
isfy the merging criteria and do sofor long enough,
they will mergeinto one group.

2 Conditional group split: A group splits only if it
is necessaryi.e., when a split condition is met.

The rst two safety requiremerts are commonto most
partitionable group membership speci cations [15, 16,
17, 5, 8]. Our initial membership property di®ersfrom
most of those in the literature [15, 16, 17, 5, 8] and is
relatively unique, catering to the reality of ad hoc mo-
bile ervironments: a mobile host may start up with no
knowledge of other hosts in the world. The member-
ship change justi cation is introduced to ensure some
cortinuity in view change properties .3

The sameview messagealelivery guaranteeis intro duced
to add more predictabilit y to the group membership ser-
vice for someapplications. With this unique property,
application dewelopersusingthe serviceare assuredthat
messagelelivery is reliable within the scope of the view.
In other words, within the membership view, program-
mers no longer needto worry about the complexity of
potential inconsistency causedby messageloss due to
mobilit y.

The conditional evertual integration and the condi-
tional group split are introduced to avoid the classical
problem of \capricious split" [15. Without requiring
evertual integration, a group membership implementa-
tion can simply not perform any merging of groups and
still satisfy the speci cation by keepingall the groups
singletons. The merging and split criteria in general
are application dependen. In this paper, we try to use
wealkest merging and split criteria. The merging cri-
terion is weakest in the sensethat it only requires the
group membership properties to be satis ed for the new
group. The split criteria is weakestin the sensethat the
group splits only if the group menbership property can-
not be guaranteed without doing so. No other condition
outside of the membership speci cation is forced.

System Mo del

Our systemmodel assumeghat there are no host crash
failures and no omission/performance failures caused
by network congestion. The only failure in our sys-
tem model is the communication failure causedby hosts
moving out of ead other's communication range. This

3Note that this requirement is very di®erent from the addition
justi cation and the deletion justi cation combined in Cristian's
work [11].



model is a reasonablestarting model for ad hoc mobile
systemsfor two reasons.First, mobilit y-induced discon-
nection is much more frequert than host crash failure
given current hardware and software technology. Sec-
ond, a mobile network in theory can always be equipped
with enough bandwidth for communications neededby
the applications on top of it, suc that congestioncan
be made a rare evert compared to the occurrence of
partitions.

Our system model also assumesthat the underlying
communication serviceis reliable and timely [10], in the
sensethat a messageentrusted to it is guaranteed to
be delivered within a time bound tq if the senderand
the recipient are physically connectedduring that time.
By physically connectedwe mean two hosts are either
within ead other's communication rangeor transitiv ely
connectedthrough other hosts.

For simplicity, we assumethat all hosts have the same
communication radii and the communication links are
bi-directional. We also assumethat we have no knowl-
edgeof the mobility patterns of the mobile hosts except
that the movemert is continuousin spaceand hassome
upper bound Vmax 0on speed. We purposely choosethis
extreme casein order to explore the limits imposedon
the membership problem by ad hoc mobility. The basic
ideas behind our solution strategy are explained in the
next section.

3 SOLUTION STRA TEGY

Key to our strategy to implement the strong group
memnbership is the notion of safe distance among hosts
and groups, i.e., the idea that if hosts are \close
enough", disconnection is not possible for some time
and that if they are \just far enough" there is plenty of
time to carry out a con guration changebefore discon-
nection occurs. In other words, we de ne a logical con-
nectivity graph over the physical connectivity suc that
an edgeappearsin the logical graph if and only if two
hosts represened by corresponding vertices are within
safe distance. Group membership re°ects partitions in
the logical connectivity graph rather than partitions in
the physical connectivity graph. In the remainder of
this section we explain the safe distance concept and
presen the discovery and recon guration protocols.

Key Concept: Safe Distance

Given two mobile hosts equipped with compatible wire-
less transmitters of equal range R, we state that the
distance betweenthem is a safe distance if it does not
exceeda threshold r(v;t;t%9, dened as the maximum
distance at which one can guarantee that any commu-
nication task that takes at most t time units can be
completedwith certainty, assumingthe two hosts move
randomly at a speedthat does not exceedv, and the
upper bound for a single atomic con guration changeis

t% Clearly, safedistance cannot be de ned in absolute
terms but must be consideredrelative to a context hav-
ing certain mobility and application characteristics. For
example,in Figure 1(a) mobile hostsa and b are within
communication range (R), i.e., they are able to talk to
ead other directly. They may want to be in the same
group and start coordination or resourcesharing imme-
diately. Yet, they cannot do so at this point if they
wish to guarantee messagedelivery within the group.
This is becausea and b can move out of ead other's
range immediately after acknowledging membership in
the same group, with the result being that messages
betweenthem could not be delivered successfully The
problem arisesfrom the mobile nature of the hosts and
the asyndronous nature of messagepassing. Our so-
lution is to require a and b to agree on membership
in the same group only when they are \close enough"
(Figure 1(b)), i.e., they are at a distance

r- Rj 2va(t+t9 1)

In this context, t is the upper bound for network la-
tency (becausethe consistencyrequiremert is reliable
messagedelivery) and t°is the time neededfor a group
level operation (merge or split) already in progressto
complete. The factor 2v accouns for the worst case
movemen pattern, i.e., a situation in which a and b are
moving in opposite directions at maximum speed. One
can readily seethat with this restriction, the reliable
messagealelivery betweengroup membersis guaranteed
becauseit takesmore than t + t°time for the two group
membersto becomephysically disconnected,no matter
how they move. Within this time any messagedelivery
completeseven if a con guration changeis in progress.

@ (b)

Figure 1: An example of safedistance

We call a group safeif any two members of the group
are connectedvia a path along which all consecutiwe
hosts are at a safe distance. We extend the notion of
safedistancefrom pairs of hoststo pairs of (safe) groups
by requiring that at least two hosts, onein ead of the

two groups, are at a safedistance. While this de nition

seemdo assumethat the safedistanceis independert of
group size,this assumptionis generally not true because



both simple messagealelivery and recon guration actu-
ally depend on the number of hopsthat messagesnust
traverseen route. Becausethe time bound on message-
passingdependson the group size, our approach works
only when the group sizeis limited by the nature of
the application or is constrained by the recon guration
protocol.

The conceptof safedistanceis usedto determine when
two groups can be merged and when a group must be
split in order to maintain the requiremerts for group
menbership. To nd out whether two groupsare within
safe distance, one must know the location of all hosts
in the region. Since it is too expensiwe for everyone
to keeptrack of the location of others all the time, we
designatea leaderfor eat group to do the job. All hosts
in a group constartly report their location to the leader,
and the leaderkeepsthe map (}) of the group, cheding
constartly to seeif the group members are still within
safe distance of ead other and whether new hosts are
presert in the region. The map of a group recordsthe
spatial location of group members.

Group Discovery Proto col

As de ned in the membership speci cation, ead mobile
host is given a unique host identi er id, and starts asa
singleton group containing itself asthe only member.

For a group to merge with another group, it must be
able to 'nd out which other groups are presert in its
vicinity. The discovery protocol carries out this func-
tion and servesasa supporting layer for the group mem-
bership maintenance protocol, i.e., the recon guration
protocol. In our discovery protocol, hostsin ead group
usesafedistanceasa criteria for nding out who is close
enoughto be a merge candidate, and they report any
positive discoveriesto their respective leader. As men-
tioned previously, every group has an assignedleader.
For simplicity, the host with the smallestidentifer in a
group is chosenas the leader of the group. For con-
venience,we also choosethe host identi er (id) of the
leaderto serve asthe namefor its group (gid). Note that
gid is not the sameasthe partially orderedgroup iden-
tier g usedin the membership speci cation. Rather,
gid combined with a group change sequencenumber ¢,
(discussedin more detail later in the paper) yields the
partially ordered group identi er g.

Our discovery medanism requires every host to peri-
odically broadcast a hello messagewhich cortains its
location information (xy) and its group identi er (gid).
When two groups move close, seweral members of one
group may receiwe hello messagesrom members of the
other group. When a host u receives a hello message,
it chedks the sender'sgroup identi er and location. If u
“nds the sender,say v, to be a member of another group
locatedwithin safedistance,u passeon the information

to its group leaderthat, in turn, will useit for mergere-
lated operations. As all group menbers are involved in
discovery, it is possiblefor the group leader to receiwe
multiple copiesof the same noti cation regarding the
appearanceof one host. Duplicates are discarded.

There are seweral things one can do to reduce discov-
ery costs. First, eat host may attach discovery infor-
mation to its periodic location updates to the leader
rather than sendthem separately This pushesthe dis-
covery information towards the leader almost for free,
sincethe location and new neighbor information repre-
sert only a few bytes that t easily in a single padet.
The cost assaiated with this piggy-badking method is
the need for ead host to keep a short-term memory
(») of newly discovered neighbors. Second,by utilizing
neighborhood information already available at the MAC
layer, a host may sendneighbor greetingsonly whenthe
MA C layer discovers a new neighbor. This reducesthe
discovery cost signi cantly in the casewhen the net-
work topology changesinfrequertly. The drawbadk for
this method is its dependenceon the implementation
of the MAC layer on the speci ¢ host supporting the
application. We chosenot to do soin our prototype.
The group discovery protocol allows the group leaderto
maintain a list of groups which are closeenoughto be
consideredfor merging. We preser the group merging
protocol in the next section.

Recon guration  Proto col

The recon guration protocol is the key layer in our
group membership service. It seeksto merge groupsin
contact and to split groups that can no longer stay to-
gether. From the information collectedin group discov-
ery, aleadermay nd that there are one or more poten-
tial candidate groupsin its vicinit y suitable for merging.
If so,it will initiate merging negotiations with the set
(E) of candidates. Oncean agreemetn is reached regard-
ing who is to participate and who is responsible for co-
ordinating the merger, all a®ectedhostsreceive a formal
noti cation about the con guration changefrom the co-
ordinator. Furthermore, after a host receives a group
change noti cation, in order to prevernt messagessert
in one con guration from being processedn a di®eren
con guration, it must perform a barrier synchroniza-
tion. Oneway of accomplishingthis is to °ush the mes-
sagesn transit beforedoing anything in the new con g-
uration. In addition, the participants needto delay the
processingof messagesarriving from \future" con gu-
rations until the syncironization is completed. Message
delaying can be accomplishedby tagging eadh message
with a con guration sequencenumber (¢). Flushing re-
quires the participating hosts to send extra messages
whose arrivals guaranee that no more messagerig-
inating from a prior con guration are in transit. The
result is an atomic con guration change. Another way
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Figure 2: Merging Process

of creating the syndironization boundary is by using
a time-out delay, if messagedelivery has a time bound.
Partitioning works in the sameway but without any ne-
gotiation becauseit involvesonly one group at a time.
Next, we use seweral simple examplesto illustrate the
merging and partition processes.

An exampleof merging

Figure 2 depicts the merging process between two

groups, G1 and G2. G1 corntains hosts a and b, the

latter being the leader. G2 contains hosts u; v; w, and

has u as its leader. Assumeu nds G1 to be in its

vicinity through the discovery data sert in by v, and

G1 is safe for merging. Next, u initiates the merger
by sendinga merge-request messageto b, the leader of

G1. If wiling to participate in the merger, b sends
badk an adcknowledgmert (ACK) along with its group

menbership list and its con guration sequencenum-

ber; otherwise, it sendsback a disagreemeh message
(NACK), which forcesu to abort the merger with G1.

If u gets badk an ACK, asin Figure 2, it generatesa

new con guration number by adding one to the larger

of the current con guration numbers of the two groups.
Next, it sendsa merge-ommit to band a merge-oder to

its own members. Both the merge-ommit and merge-
order message&ontain the new group menmbership list,

the new con guration number, and the new leaderiden-

tity. Upon receivingthe merge-ommit messageb sends
a merge-oder to its own members. A host enters the

°ushing phaseafter it gets a merge-oder message. It

sendsa °ush-messageto all other menmbers of its origi-

nal group and stops sendingany other messagesntil it

has received all the expected °ush-message(s)rom its

group membersin the old con guration.* After receiv-
ing all the expected °ush-message(s)a host erters the
new con guration and all new messagest sendswill
have the new con guration number in their headers?®
Clearly, hosts may enter the new con guration at dif-
ferent times. It is possiblefor a host that is still in the
old con guration to receive a messagdrom a host that
has already reached the new con guration, asshown in
Figure 3. In sud cases,the recipient must postpone
the processingof this \future" messageuntil the new
con guration is established, thus pretending that the
messagés \received" in the new con guration. Other-
wise, the consistencyrequiremert that messagesnust
be sert and received in the same con guration would
be violated. Obviously, implementation of this requires
a host to ched ead received messagdor the con gura-
tion in which it was sert beforeit is processed.

It is possiblefor u and b to initiate the merging at the
sametime. In this case,a tie-breaking medanism de-
cideswho is to coordinate the merger. We use the id
as the tie-breaker. The host with the lower id aborts
its merger request when the collision happens. Addi-
tional complications may appear when more than two
groupsare involved. For example,u might have entered
a merging processwith other groupswhenit receivesb's
merge-requestmessagepr it may no longer be a leader
becauseof a mergewith other groups or due to a parti-

4The dashed arrows in Figures 2, 3 and 4 represert °ush mes-
sages

5While the °ush mechanism is a straigh tforw ard way to achieve
the desired synchronization, it is expensive for large groups. In
such caseswe can replace it with atime-out mechanism, i.e., every
host stops sending messagesfor the duration of one round trip in
the network.
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Support Functions

update(», gid);
update(£, »9);
update(!, v, xy9);
MergeSafe} ;| %P);

ClearOldChannels ();
GeneratePartitions (} ;P);

Add gid to the list of newly discovered leaders.

Update merge contact list £ with newly discovered leaders from a member's report.
Update group map | with group member v's new location, xy°.

Verify that the merger of ! with | 9is safe, according to policy P.

P includes safe distance information and the merging status of this group member.
For example, if a host is in the processof merging, it is not safeto start a merger.

Clear all group communication channels.

Generate partitions for |, subject to policy P.

This function generates a set of triples of the form H new ; Yhew ; Gidnew i-

Figure 5: Support Functions




tion process.In all such cases,u replies with a NACK.

An exampleof partitioning

Figure 4 illustrates the partition process. Assumethat

two subgroupsof the group G, Z1 and Z2, are moving
away from ead other. By constartly cheding the lo-
cations of its group members, the leader u is able to
identify if its group is in a safe spatial con guration,

given prede ned distance-basedsafety criteria. Once
the leader u deemsthe con guration to be no longer
safe, it immediately issuesa split-order messageto all

the group members. A split-order corntains three pieces
of information: (1) the new leader (gid) for the recip-
ient, (2) the new group membership list for the recipi-
ent, and (3) the new con guration number, which is the
old con guration number incremerted by one. u always
choosesthe host with the lowestid in ead subgroupto

be the new leader for that subgroup. Upon receiving
a split-order messagea host enters a message’ushing

phase,similar to the third phasein the merge process.
Each host waits until it is sure that all messagesen

to it by group members in the previous con guration

are received, either by receiving all the expected °ush

message®r by employing a time-out delay. Each newly
assignedeaderassumests leadershiprole after the syn-
chronization.

The group leader must ched its group con guration

frequertly enoughin order to discover any unsafe situ-

ation in a timely fashion. As we will seein the analysis
section, the threshold for safe distance doesdepend on
the cheding frequency in addition to factors discussed
earlier. The example above shaws a processin which a
group partitions itself into two other groups. In general,
a leader might "nd it necessaryto split its group into

more than two subgroupsin order to presene the safe
distance property. The partition processis the same.
Next we explain how the leader determines when the

group con guration is not safeand how to split it into

safesub groups.

The split algorithm

To determineif its group con guration is safe,the leader
maintains a logical connectivity graph. In the logical
connectivity graph, two nodes have an edge of weight
one betweenthem if the physical distance betweenthem
is lessthan a partition safe distance (d,) and no edge
between them otherwise. Whenewer a new location is
reported, the graph is updated by recomputing all the
edgesto the reporting node. This takes O(N) steps
per update, where N is the number of nodes in the
group. Given the logical connectivity graph, the depth
“rst seart (DFS) algorithm can be usedby the leader
to determine connectedclustersin O(N) steps. Sothe
total time complexity for our splitting algorithm is lin-
ear.

Figure 6 summarizesthe state variablesa node needsto
keepfor the execution of the protocol. Figure 5 shavs
the support functions usedin the protocol presenation
that follows. A brief description of ead function is in-
cluded.

The protocol is presenred in Figure 7. The table lists
ead action taken by host u, the action's precondition,
and the action's e®ect,given the satisfaction of the pre-
condition. There are two typesof actionsin the system.
The rst column of the gure shaws actions that are
triggered by a changein the local state at host u. The
secondcolumn lists actionsthat are triggered by the ar-
rival of the messageat host u. Each of the actions in
the latter group havethe form Get Message. For eadh
of these, there is a corresponding Send Message. For
example, Get NeighborHello at host u is coupled
with a Send NeighborHello at another host. The
“gure shaws only the protocol executedat a single host,
u, in the system. Each host in the network hasits own
instance of the actions shown.

Our implemertation of the group membership mainte-
nanceprotocol is discussedin the next section.

4 IMPLEMENT ATION

The implementation of the protocol is written en-
tirely in Java. The padkage's main componert is the
GroupMemberobject, which contains seweral threads
that control communication between the hosts in the
network. Each di®eren type of communication is han-
dled by a di®erert Java thread. These threads co-
ordinate with ead other through their owner object,
the GroupMember As required by the algorithm, this
communication includes beaconing (using a multicast)
a hello message,listening for other hosts' hello mes-

State Variables

id :node identi er

gid :group identi er

Xy :node location constartly updated by
someexternal mecanism

é :group transaction sequencenumber

Ya :group member list

» ‘the set of newly discovered leaders

' :group map containing all members' locations
(empty except for the leader)
£ ‘the set of merging corntacts, all of which
are leadersof other groups
(empty except for leaders)
UPdateTimtiarer for periodic location update
GreetingT:tmegr for periodic neighbor discovery

Figure 6: State Variables




Actions triggered by changesin the local state

(u)

NeighborGreetings
Precondition:
GreetingTimer expires
E®ect:
reset GreetingTimer ;

NeighborBr oadcast NeighborHello

(u; gid);

Loca tionUpd ate (u)
Precondition:
UpdateTimer expires or » changes;
E®ect:
reset UpdateTimer ;
Send Inf ormLeader (u,xy,») to gid;

Mer ge(u)
Precondition:
u is the leader;
£ is not empty;
E®ect:
add u's membersto anew map (| new = });
add u's membersto a new list (Ypew = ¥J;
for eah vin £
Send Mer gingRequest (u;}) tov
endfor
for eah vin £
if Get Mer gingA CK (V;¢év:| v)

update group map (j new = | new * | v);
update group member list (Yaew = Yaew [ ) vO);
store ¢y ;

endif

else if Get Mer gingNA CK (v)
remove v from £;
endif
endfor
if £ is not empty
set ¢, to the max of all ¢, received;
for each vin £
Send MCommit (Ypew ; 9id; ¢év; énew ) 1O V;
endfor
for each win %
Send Mer ge(Yew ; 0id; énew ) t0 W;
endfor
empty £;
endif
update group member list (Ya= Yaew );

update group map (| = | new );

Par tition  (u)
Precondition:
u is the leader;
partition predicted basedon location updates;
E®ect:
a = GenerateP artitions (! ;P);
for eadh i new ; Yaew ; Gidnew 1 in @
for each W in Ygew
Send Partition (] new ; Yaew ; Qidnew ; ¢) tO W;
endfor
endfor
empty &

Actions triggered by the arrival of a message

(v;gid)

Get NeighborHello
Precondition:
true;
E®ect:
update(»; gid);

Get Inf ormLeader (v;xy%»?)
Precondition:
u is the leader;
E®ect:
update(£ ;»°);
update(! ;v;xy9;

Get Mer gingRequest (v;! 9
Precondition:
true;
E®ect:
if MergeSafe( ;! %P)
Send Mer gingA CK (u; ¢;}) tov
empty £;
update safety condition P;
else
Send Mer gingNA CK (u) to v;
endif

Get MCommit (Ysew ; Qidnew ; éus énew )
Precondition:
u is the leader;
transaction numbers match (¢ == ¢éu);
E®ect:
ClearOldChannels();
for eadh w in ¥
Send Mer ge (Yaew ; Qidnew ; énew ) 10 W;
endfor
update group id (gid = gid9%;
update transaction sequence(¢ = ¢énew );
update group member list (Y4= Ygew );
empty ;

Get Mer ge(Yaew ; Qidnew ; énew )

Precondition:
true

E®ect:
ClearOldChannels();
update group id (gid = gidnew );
update transaction sequence(¢ = ¢énew );
update group member list (Ya= Yaew );

Get Partition (1 new ; Yaew ; Oitnew ; énew )
Precondition:
true;
E®ect:
ClearOldChannels();
update group id (gid = gidnew );
update transaction sequence(¢ = ¢énew );
update group list (Y4= Yaew );
if u gid
update group map (;
endif

= : new );




sages, forwarding discovery information to the group
leader, responding to merging and partitioning instruc-
tions, and updating the group leaderwith current loca-
tion information. Group leaderscarry the additional re-
sponsibilities of listening to their group members, com-
municating with other nearby group leaders,and peri-
odically calculating the group's safety.

The group membership padkage presupposesad hoc
routing with multicast support to be running on every
host participating in the network. Therefore many of
the messagesliscussedabove are routed through other
hosts in the network. As sud, the leader of a group
neednot be directly connectedto every member of the

group.

The interface to the group membership protocol builds
on the EventObject and EventListener classesin
the Java language. An application running on a
host that usesthe group membership padkage to par-
ticipate in groups in the network simply creates a
GroupMembenpbject. It then registers as a listener to
GroupChangedEverd generatedby its GroupMembeob-
ject. When a new group con guration arises,the group
menbership padkage generatesa GroupChangedEvent
that is passedo all registeredlisteners. The application
can take further actions, basedon the implemenrtation
of this listener.

The GroupMemberinterface allows the user to spec-
ify the parametersneededfor safedistance calculation.
For example, the creator of the GroupMembecan spec-
ify the host's maximum speed and its communication
range. In addition to parametersfor safedistance, the
GroupMembecreator also speci es the frequency of the
hello beaconand the frequencyof the group update mes-
sagesto be sert to the leader.

While the implementation of the algorithm was a
straightforward exercise in the use of Java threads
and socket programming, somedi®erencesorth noting
causethe implementation to vary from the examples
preseried in the previous sections. As presered, the
protocol assumesthat application level messagesand
the group menmbership protocol messagesare sert on
the same channel. As indicated in the discussionon
merging and partitioning, ensuring that messagesare
received in a FIFO order and that application messages
are sert and received in the same group con guration
requires someadditional work. The example presened
in the previous section used °ush messagesnd con g-
uration numbersto accomplishthis. The implementa-
tion, howewer, attempts to separateas much as possible
the group discovery and maintenancefrom the applica-
tion level and therefore leaves the °ush messagesand
con guration numberspresered aspart of the example
protocol to the particular application. This separation
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allows eat application to chooseits own mecdanism for
ensuring atomicity. Applications with weak consistency
requiremerts may use the group membership padkage
without any atomicity guarantees.

Another concernaddressedin the designwas the clean
separation betweenthe group memnbership padkageand
the application. By building on a model already in-

tegral to the Java language, the simple interface re-
quires only that the application programmer under-
stand the Java event model to successfullyusethe pack-

age. The simple interface composed of a single type
of listener and a single type of evernt provides the de-
sired easeof understanding. Figure 8 shaws the pub-
lic interface of the GroupMembebbject. The construc-
tor accepts parameters for the safe distance calcula-
tion. With a handle to the GroupMembeobject, the
programmer can start, stop, pause, and resume the
GroupMemberbject. These methods a®ect the run-

ning of the threads that the GroupMembepbject uses
for communication. The programmer can also add and
remove a GroupChangedListener. The two nal meth-
ods are not used often by the application programmer
as they are used by other padkagesnecessaryfor the
group menbership protocol to function properly. The
“rst method allows a location generating padkage (e.g.,
a GPS monitor) to update the physical location of the
host. The secondmethod allows the GroupMembeto

respond to beaconewerts that are generatedby a sep-
arate beaconingpadkage. These beaconsare the multi-

casthello messagesliscussedpreviously. Figure 9 shows
an example usageof the group membership padage.

As indicated in the previous sections,this protocol was
dewveloped becausethe Lime middleware requires the
ability to transparently and consisterily reconstruct the
sharedtuple spaceto re°ect the physical mobility inher-
ent in ad hoc networks. The Lime middleware as origi-
nally releasedrequiresa mobile agen or host to explic-
itly announceits intention to engageor disengagefrom
a group. The integration of this protocol with the Lime
middleware transforms the processe®f engagemetand
disengagemenhinto transparent reconciliations of Lime
information when agerts or hosts move in the network
thereby changing their status with respect to the pro-
tocol's safety requiremerts. In such a way, we are able
to implement a mobilit y-aware version of Lime.

Becausethe group menmbership padkage is completely
independert of Lime or any other application that may
useit, changesto the padkage do not a®ectLime, as
long as the changesto the padage do not a®ectits in-
terface. This allows for future “pluggable’ versions of
the group menmbership padcage to replace the current
version. One can ervision an implementation in which
the safedistance is basedon something more complex
than physical location.



public class
public GroupMember(InetAddress leaderAdd,

int period, int

int updatePeriod, int

void
void
void
void

public
public
public
public
public
public
public
public

start();
stop();
pause();
resume();

synchronized void
void setLocation(Location

range,

synchronized void addGroupChangedListener(GroupChangedListener
removeGroupChangedListener(GroupChangedListener
newLocation);

void newGroupBeacon(GroupBeaconEventgbe);

GroupMemberimplements GroupBeaconListener f

Location
int

loc,
maxSpeed,

networkDelay);

gcl);
gcl);

Figure 8: The Public Interface of the Group Membership Package

/I The test
/I An instance of this class

class monitors the changes to a particular
runs on each participating

group member's group
host

public class Test implements GroupChangedListener f
/I keep a handle to the group memberobject

private
/I integer
private int changes = 0;
public Test(GroupMember g) f
this.g = g;
/I makethis object a listener
g.addGroupChangedListener(this);

GroupMemberg;

for
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/I this

/it

method is

count of the number of changes that

have occurred

events generated by the package

required by the GroupChangedListener interface
is called whena new GroupChangedEventoccurs

public void groupChanged(GroupChangedEventgce) f

/I log the receipt
changes++;
System.out.printin(""Change:

of the change

g
public static void main(String[] args) f

/I create a new GroupMemberobject for

+ changes);

this  host

GroupMemberg = new GroupMember(InetAddress.getLocalHost(),

new Location(0,0),

1000, 3, 0, 100, 0);

/I create an instance of the Test class to monitor the GroupMember

Test t = new Test(g);
/I start the GroupMember
g.start();

Figure 9: An Example Use of the Group Membembersip Padkage

5 SAFE DIST ANCE ANAL YSIS

The key feature of our algorithm is the use of location
information and safedistancein the group membership
managemen The leader of a group frequertly chedks
the menbers' locations to make sure that only those
that are guaranteed to stay connectedwith the group
for at leastt + t° more units of time remain in the group,
where t is the time speci ed by the application layer
and t%is the time bound for con guration changes. The
combination of t and t° determinesthe safedistance for
a speci ¢ operation, which could be the merging oper-
ation, the partitioning operation, or any other group
operations speci ed by the application. Let's assume
that tq is the maximum delay betweenthe time a con-
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trol messageis issuedand the time it is received and
processedj.e., the sum of the maximum network delay
and the maximum processqueuing delays both at the
senderand the receiver. For corvenience,we refer to
tq as the network delay. In the caseof splitting, the
maximum time it takes for a group to be partitioned
successfullyis twice the network delay.

If the leader corntinuously monitors the group con-
“guration and all member locations are up to date,
then mobilit y-induced unannounced disconnection can
be caught in advanceand dealt with successfullyby re-
quiring t°> 2woty. Yet, the leader'sinformation about
members' locations is always a little bit out of date.
If members sample and report their locations every t,



units of time, the location information the leader has
about a member could be outdated by time t, + ty. Tak-
ing this into consideration, the resenedtime T must be
greaterthan t, + tq+ 2oty = t, + 3tq. Whether or not
we canused, = Rj 2Vmax (ty + 3tgq) asthe safedistance
for partitioning dependson the requiremert for merg-
ing. Becausewe do not allow a merging processto be
aborted once committed, the computation of safe dis-
tance for partitioning alsoneedsto accourt for the time
assaiated with the merging process. Consider the fol-
lowing scenario: right beforea commit in a merging pro-
cess,the group con guration is safeusing safedistance
dr; right after the commit, a leader might discover that
its group is no longer safe,and a partion processneeds
to be carried out immediately. Howewer, the merging
processhasn't nished. This is not acceptable. Taking
into account that the two-phasemerging processneeds
at most an execution time of 4ty (4 messages)and the
con guration needsto be saferight after merging, the
total resened time for both merging and partitioning

needsto bet, + 3ty + 4ty = t, + 7ty. In other words,
the safedistance for both merging and partitioning is

ds = Ri 2Vmax (tu + 7tg) 2

Using the same distance for merging and partitioning

intro ducesthe problem of “shuttle nodes',i.e., if a node
is moving in and out the safeboundary, mergesand par-
titions occur repeatedly. To avoid this, one can further

tighten the safedistance for merging, creating a "bu®er
zone', and thus reducing the probability of shuttling.

Our algorithm alsorequiresVmax to be no greater than

Vadm , i-€., the maximum admissible speed for the spe-
ci ¢ wirelessnetwork systemthe mobile hostsare using.

Most wirelessnetwork systems(e.g. DECT, GSM, PCS,

ETACS) have a maximum admissiblespeed[20]. When

a mobile node is moving too fast, it simply becomes
invisible to the network. For GSM and PCS, Vagm IS
about 50m=s; for DECT microcellular system, Vagm is
about 11m=s. Without the condition for Vimax *+ Vadm ,

a speedchangefrom V - Vagm to V > Vogy Createsan

unannounced disconnection. Speed monitoring would

be neededto prevent this kind of unannounceddiscon-
nection from happening.

Figure 10 illustrates the relation betweenthe safe dis-
tance r and the maximum admissible network delay tqg
with reasonablevalues of R = 150m, Vpa = 10m=s
and location reporting frequencyof 1 Hz (t, = 1s). It
shows that as the delay bound increases,the safe dis-
tance decreases.

Figure 11 shows the relation betweenthe safedistance
threshold, the upper bound on speed, and the network
delay bound. The region above the top curve corre-
spondsto ds < 0. In this parameter spacewe cannot
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Figure 10: Safedistance vs. network delay

provide any consistencyguararteesfor a group cortain-
ing more than onemember. On the other hand, if a mo-
bile system'snetwork delay bound and maximum speed
bound fall into the region below the (ds = 90m) curve,
we could provide the group view consistencyguararntee
by using 90m as maximum safedistance.

60
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u

(m/sec)
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o
T
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o
T

Maximum node speed V
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o
T

101

I
0.5
Maximum network latency t (sec)

I
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Figure 11: Relation betweensafedistance, speedbound
and delay bound

Choosingthe proper safe-distances key to the protocol.
A choice that is not consenative enoughmight endan-
ger the correctnessof the group membership service. A
choice that is too consenative might causethe groups
to be too small to be useful for some applications, or



smaller than necessary One must strike a delicate bal-
ancebetweenthesecon’icting choicesto makethe group
memnbership serviceas useful asit can be.

6 DISCUSSION

Our partitionable group menbership speci cation is
stronger than traditional onesin that it not only re-
quires availabilit y during partition, but also emphasize
consistency during partition. Previous work in group
membership either admits inconsistencyduring the par-
tition, or reducesavailability during partition.

On the other hand, the strong properties required by
our partitionable group membership speci cation make
it impossibleto implemert in traditional asyndironous
system models. Key to our solution to the strong par-
titionable group membership problem is the notion of
safe distance and the corresponding notion of a logical
connectivity graph. Given information about physical
properties of the mobile system, we are able to predi-
cate certain behavior of the system. In turn, we are able
to achieve the strong consistencyrequired by the group
menbership service.

At presen, our algorithm makes the assumption that
all mobile nodesin the system have a known maximum
speed. Unbounded speed is another possible source of
unannounced disconnection. Low speed is a require-
ment for most wirelessnetworks. In systemsinvolving
mobile nodesthat can cortrol their own velocity, e.g.,
cars and planes, a safe relative velocity threshold can
be used in the decision of merging and splitting. Of
course,in such caseswe would have to assumea maxi-
mum accelerationfor the mobile nodesin order to make
disconnection predictions possible.

Vy %
y/ y/
v
X/ X/ y
v,

() (b)

Figure 12: Contribution of velocity information

Our membership servicecan be further re ned when ve-
locity information about ead mobile host is available.
For example, let's consider cases(a) and (b) of Figure
12. In case(a), hosts x and y are moving away from
ead other, while in (b), they are moving in the same
direction. Clearly, x and y are lesslikely to disconnect
in the latter casethan in the former. Translating this
into the language of safe distance, the maximum safe
distance betweenx and y is greater in case(b) than in
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case(a). In the current algorithm, as we assumethe
velocity information is not available. Since we cannot
di®erertiate cases(a) and (b), we have to considerthe
worst case movemert scenario for ead pair of hosts,
i.e., they may be moving away from ead other at the
maximum relative speedat any point of time. When ve-
locity information is available, the safedistance thresh-
old between hosts x and y (in Figure 12) can change
dynamically accordingto the formula:

Ri jwi witti jamax 6 (3)
where anax IS the maximum acceleration for all hosts
and t is the time neededfor a group operation already
in progressto nish. Simple changesto our algorithm
allow us to usethe velocity information: (1) ead host
includes its velocity information in hello messagesnd
location-update messagesand (2) the safe distance is
computed using Equation (3) with t = t, + 7tq. The
rest of the algorithm remains unchanged.

Although only safe physical distance is employed in
our protocol to avoid unannounceddisconnection, other
physical attributes canalsobe usedto determine safety.
For instance, if link failure is predictable through moni-
toring the bandwidth or transmission power changebe-
tweentwo nodes, a similar group membership protocol
can be built by exploiting similar concepts, e.g., ‘safe
bandwidth' or “safepower level' etc.

We assumeead mobile host has knowledge of its own
location. This is madepossibleby the availabilit y of po-
sitioning systemssuc as GPS. Yet locationing systems
are not always accurate. For simplicity we did not con-
sider this in our safedistance analysis. One can always
factor data precisionand samplefrequencyof a location
systeminto the safedistance and make the servicemore
robust.

The correctnessof our algorithm relies on the assump-
tion that the network has a delay bound. At this mo-
mernt, we are not aware of any ad hoc routing protocols
which can provide a good delay bound. Yet, it is con-
ceivable that a routing protocol with good delay bound
for prioritized group cortrol messagess possibleby re-
stricting group sizeand using location information. An
alternative approad is to augmert the merging crite-
rion with a maximum group size or even some group
spatial con guration condition. By doing this, it may
be possible to have the delay bound assumption met
with high probability.

7 CONCLUSION

The motivation for this work rests with our desire to
provide data consistencyin applications that execute
over ad hoc networks. Yet, maintaining a consistent

view of the global state in a distributed network is dit-

cult in generaland essetially impossiblein the presence



of unannounceddisconnections. In ad hoc mobile sys-
tems, mobilit y-induced unannounceddisconnection oc-
curs frequertly, as part of the normal operation of the
network. This makesthe dewelopmen of fault-tolerant
systems on top of ad hoc networks very challenging.
Our goal of assisting software dewvelopers in their ef-
forts to design and build reliable mobile applications
leadsusto de ne a new partitionable group membership
servicewith strong consistencyrequiremerts. We have
alsopresened a strategy and an algorithm to implemernt
the service,given appropriate systemassumptions. The
novel feature of the algorithm is its ability to createthe
illusion of announceddisconnection. By using location
and mobility information about the mobile hostsin the
region, the menmbership serviceis able to guarantee to
the application layer a reliable messagedelivery service
to group members in the presenceof mobilit y-induced
unannounced disconnection, given appropriate system
assumptions. This approach represens a new direc-
tion in fault-tolerant distributed computing, one that
factors into protocols information about mobility and
space. This work also provides a practical solution to
masking mobility induced unannounceddisconnections
in ad hoc mobile systems.
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