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Abstract

Terminationdetection,a classicalproblemin distributed
computing, is revisited in the new settingprovidedby the
emerging mobilecomputingtechnology. A simplesolution
tailoredfor usein adhocnetworksis employedasa vehicle
for demonstrating the applicability of formal requirements
anddesignstrategiesto thenew �eld of mobilecomputing.
The approach is basedon well understoodtechniquesin
speci�cationre�nement,but themethodology is tailoredto
mobileapplicationsandhelpsdesignersaddressnovelcon-
cernssuch as the mobility of hosts,transientinteractions,
and speci�c coordination constructs.Theproof logic and
programmingnotationof Mobile UNITY provide the intel-
lectualtoolsrequiredto carry out this task.

1. Introduction

Increasingdemandsfor dependabilityprovide a strong
impetusfor the software engineeringcommunity to eval-
uate and adopt formal methods. Formal notations led
to the development of speci�cation languages; formal
veri�cation contributed to the application of mechani-
cal theorem provers to program checking; and formal
derivation—aclassof techniquesthatensurecorrectnessby
construction—hasthepotentialto reshapethewaysoftware
will bedevelopedin the future. Programderivationis less
costly than post-factumveri�cation, is incrementalin na-
ture, and can be appliedwith varying degreesof rigor in
conjunctionwith or completelyapartfrom programveri�-
cation.Moresigni�cantly, while veri�cation is tied to anal-
ysis and supporttools, programderivation dealswith the
veryessenceof thedesignprocess,thewayonethinksabout
problemsandconstructssolutions.

In sequentialprogramming,formal derivation enjoys a
long standingandprestigioustradition [4, 5, 7, 8, 14, 15].
By contrast,derivation is a relatively new concernin con-
currentprogramming.Althoughacleanandcomprehensive

characterizationof the �eld is dif�cult to make andis be-
yondthescopeof this paper, threegeneraldirectionsseem
to haveemergedin theconcurrency area.Constructivist ap-
proachesstartwith simplecomponentshaving known prop-
ertiesandcombinetheminto largeroneswhoseproperties
may be computed. CSP-relatedefforts [6, 9, 11] appear
to favor this approachin part due to the algebraicmind-
setthat characterizesthe work on abstractCSP. Speci�ca-
tion re�nement hasbeenadvocatedstrongly in the work
on UNITY [2, 10, 23]. An initial highly-abstractspeci�-
cationis graduallyre�ned up to thepoint whenit contains
somuchdetailthatwriting acorrectprogrambecomestriv-
ial. Programre�nementusesa correctprogramasa start-
ing point andaltersit until a new programsatisfyingsome
additionaldesiredpropertiesis produced. In someof the
work on action systems[1], for instance,sequentialpro-
gramsaretransformedinto concurrentor distributedones.
Mixed speci�cation and programre�nement [22, 20] has
beenusedin conjunctionwith the Swarm model [18] and
its proof logic [3, 19].

In this paperwe posea simplequestion. Is it feasible
to applyformalderivationtechniquesto thedevelopmentof
mobileapplications?Mobile systems,in general,consistof
componentsthat may move in a physicalor logical space.
If thecomponentsthatmove arehosts,thesystemexhibits
physicalmobility. If the componentsarecodefragments,
thesystemdisplayslogicalmobility, alsoreferredto ascode
mobility. Codeon demand,remoteevaluation,andmobile
agentsaretypical formsof codemobility. Of course,many
systemsentail a combinationof both logical andphysical
mobility. L IME [16], for instance,provideslogicalmobility
of agentsontopof both�x edandadhocnetworks.Thepo-
tentiallyverylargenumberof independentcomputingunits,
adecoupledcomputingstyle,frequentdisconnections,con-
tinuousposition changes,and the location-dependentna-
tureof thebehavior andcommunicationpatternspresentde-
signerswith unprecedentedchallenges[21]. While formal
methodsmay not be readyyet to deliver completepracti-
cal systems,thecomplexity of theundertakingclearlycan
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bene�t enormouslyfrom therigor associatedwith aprecise
designprocess,even if employedonly in thedesignof the
mostcritical aspectsof thesystem.

Our �rst attempt to answer the question raised ear-
lier consistsof a formal speci�cation and derivation for
a terminationdetectionprotocol for ad hoc mobile sys-
tems;we carry out this exerciseby employing the Mobile
UNITY [12] prooflogicandprogrammingnotation.Mobile
UNITY providesanotationfor mobilesystemcomponents,
a coordinationlanguagefor expressinginteractionsamong
thecomponents,andanassociatedproof logic. This highly
modularextensionof the UNITY model extendsboth the
notationandlogic to accommodatespeci�cationof andrea-
soningaboutmobileprogramsthatexhibit dynamicrecon-
�guration. Onceexpressedin theMobile UNITY notation,
a systemcan be subjectedto rigorousformal veri�cation
againsta setof requirementsexpressedastemporalproper-
tiesof its execution.

Theremainderof thispaperis organizedasfollows. Sec-
tion 2 brie�y reviews the Mobile UNITY syntaxand its
proof logic. Section3 providesaformalspeci�cationof the
terminationdetectionproblem.Section4 providesa series
of UNITY-style re�nementsof the speci�cation. Section
5 presentstheMobile UNITY programgeneratedfrom the
speci�ed requirements.Finally, Section6 summarizesthe
lessonswe have learnedfrom thisexercise.

2. Methodology and Notation

This sectionprovides a gentle introduction to Mobile
UNITY. A signi�cant body of publishedwork is available
for thereaderinterestedin amoredetailedunderstandingof
themodelandits applicationsto thespeci�cationandver-
i�cation of Mobile IP [13], andto themodelingandveri�-
cationof mobilecode[17], amongothers.Mobile UNITY
is basedon the UNITY model of Chandyand Misra [2],
with extensionsto boththenotationandlogic. EachUNITY
programcomprisesa declare, always, initially, andassign
section.Thedeclare sectioncontainsa setof variablesthat
will be usedby the program. Eachis given a nameanda
type. The always sectioncontainsde�nitions that may be
usedfor conveniencein theremainderof theprogramor in
proofs. The initially sectioncontainsa setof statepredi-
cateswhich mustbe true of the programbeforeexecution
begins. Finally, theassign sectioncontainsa setof assign-
mentstatements.In eachsection,thesymbol` � � ' is usedto
separatethe individual elements(declarations,de�nitions,
predicates,or statements).

Eachassignmentstatementis of the form ������ �� if 	 ,
where �� is a list of programvariables,�� is a list of expres-
sions,and 	 is a statepredicatecalledthe guard. Whena
statementis selected,if theguardis satis�ed,theright-hand
sideexpressionsareevaluatedin the currentstate,andthe

resultingvaluesarestoredin thevariableson the left-hand
side.ThestandardUNITY executionmodelinvolvesanon-
deterministic,weakly-fairexecutionof thestatementsin the
assign section.Theexecutionof a programstartsin a state
satisfyingthe constraintsimposedby the initially section.
At eachstep,oneof the assignmentstatementsis selected
andexecuted. The selectionof the statementsis arbitrary
but weaklyfair, i.e.,eachstatementis selectedin�nitely of-
tenin anin�nite execution.All executionsarein�nite. The
Mobile UNITY executionmodel is slightly different,due
to thepresenceof severalnew kindsof statements,e.g.,the
reactivestatementandtheinhibit statementdescribedlater.

A toy exampleof a Mobile UNITY programis shown
below.

Program 
���
�������� at �
declare����� ����� � � � �������
initially����� �����! 
assign" �$# � � ����� �����%� ����� ���'&)(
� �+*,�$- � :: � �%�/. �$- � ���102�3�

end host

Thenameof theprogramis 
4��
�� , andinstancesareindexed
by � . The �rst assignmentstatementin 
���
�� increasesthe
token countby one. The secondstatementmodelsmove-
mentof the 
���
�� from onelocationto another. In Mobile
UNITY, movementis reducedto valueassignmentof aspe-
cial variable � that denotesthe location of the host. We
use. �$- � �5�102�3� to denotesomeexpressionthatcapturesthe
motionpatternsof 
���
�������� .

Theoverallbehavior of this toy examplehostis to count
tokenswhile moving. Theprogram
���
����5��� actuallyde�nes
a classof programsparameterizedby the identi�er � . To
createa completesystem,we mustcreateinstancesof this
program.As shown below, theComponents sectionof the
Mobile UNITY programaccomplishesthis. In ourexample
wecreatetwo hostsplacedat initial locations�46 and �87 .
System Token-Collection

Program 
���
�������� at �9:9:9
end host
Components
���
����  � at �;6� �<
���
���� ( � at � 7
Interactions
���
����  �>= ����� ��� 02
4��
���� ( ��= ����� ������ 
���
����  �>= ����� ���'& 
4��
���� ( ��= ����� ��� 0  

when �?
4��
:���  ��= � � 
4��
:��� ( ��= �3�@ �?
4��
���� ( ��= ����� ���BA�! �� � inhibit 
4��
:��� ( ��= *C�$- � and 
4��
����  ��= *C�$- �



when � 
���
����  �>=�� � 
���
���� ( �>=��3�@ �?
4��
:��� ( ��= ����� ��� � (� �
End Token-Collection

Unlike UNITY, in Mobile UNITY all variablesare local
to eachcomponent. A separatesectionspeci�es coordi-
nationamongcomponentsby de�ning whenandhow they
sharedata. In mobile systems,coordinationis typically
location dependent.Furthermore,to de�ne the coordina-
tion rules,statementsin the Interactions sectioncanrefer
to variablesbelongingto the componentsthemselves us-
ing a dot notation. Thesectionmaybe viewedasa model
of physical reality (e.g., communicationtakes placeonly
when hostsare within a certainrange)or as a speci�ca-
tion for desiredsystemservices.In theInteractions section
of ourToken-Collectionexample,the�rst statementallows
���
����  � to collectthetokensfrom 
4��
���� ( � whenthetwo are
co-located.Thesecondstatementinhibits theexecutionof
the“ *C�$- � ” statementin bothhostswhenthetwo hostsare
co-locatedand 
4��
���� ( � hasmorethantentokens.Theoper-
ationalsemanticsof the inhibit constructis to strengthen
the guard of the affectedstatementswhenever the when
clauseis true. The statementsin the Interactions section
areselectedfor executionin the sameway asthosein the
componentprograms.Thus,without the inhibit statement,
���
����  � and 
4��
���� ( � may move away from eachotherbe-
fore the token collection takes place, i.e., beforethe �rst
interactionstatementis selectedfor execution. With the
additionof the inhibit statement,whentwo hostsareco-
located,and 
���
���� ( � holdsmorethantentokens,bothhosts
areprohibitedfrom moving, until 
4��
���� ( � hasfewer than
eleven tokens. The inhibit constructaddsboth �e xibility
andcontrolover theprogramexecution.

In additionto its programmingnotation,Mobile UNITY
also provides a proof logic, a specializationof temporal
logic. As in UNITY, safetypropertiesspecifythat certain
statetransitionsarenot possible,while progressproperties
specifythatcertainactionswill eventuallytake place.The
safetypropertiesincludeunless, invariant, andstable:

� 	 unless � assertsthatif theprogramreachesastatein
which thepredicate(	 @�� � ) holds,	 will continueto
holdatleastaslongas� doesn't, whichmaybeforever.

� stable 	 is de�ned as	 unless ���
	 
 � , whichstatesthat
once	 holds,it will continueto hold forever.

� Inv 	 means( � INIT � 	8� @ stable 	 ), i.e., 	 holds
initially andthroughouttheexecutionof theprogram.
INIT characterizestheprogram'sinitial state.

The basic progresspropertiesinclude ensures, leads-to,
until, anddetects:

� 	 ensures � simplystatesthatif theprogramreachesa
statewhere 	 is � � # � , 	 remains� � # � aslong as � is

����	?
 � , and thereis onestatementthat, if selected,is
guaranteedto make thepredicate� � � # � . This is used
to de�ne themostbasicprogresspropertyof programs.

� 	 leads-to � statesthat if program reachesa state
where	 is true,it will eventuallyreachastatein which
� is true. Noticethat in the leads-to, 	 is not required
to hold until � is established.

� 	 until � de�ned as( �%	 leads-to ��� @ �%	 unless ��� ), is
usedto describea progressconditionwhich requires	
to hold up to thepointwhen � is established.

� 	 detects � is de�ned as � 	
����� @ ��� leads-to 	8�
All of the predicaterelationsde�ned above representa

short-handnotationfor expressionsinvolving Hoaretriples
quanti�ed over thesetof statementsin thesystem.Mobile
UNITY and UNITY logic sharethe samepredicaterela-
tions. Differencesbecomeapparentonly whenoneexam-
inesthe de�nitions of unless andensures andthe manner
in which they handlethe new programmingconstructsof
Mobile UNITY [12].

Herearesomepropertiesthetoy-examplesatis�es:

(1) �?
4��
����  �>= ����� ���'& 
4��
:��� ( ��= ����� ����� �;�
unless � 
���
����  �>= ����� ��� & 
4��
:��� ( ��= ����� ��� � ��� 1
— thetotal countwill notdecrease

(2) 
4��
:���  ��= ����� ��� � � leads-to 
4��
:���  ��= ����� ��� � �
— thenumberof tokenson 
4��
����  � will

eventuallyincrease

In thenext sectionwe employ theMobile UNITY proof
logic to give a formal requirementsde�nition to the termi-
nationdetectionproblem.

3. Problem Specification

We illustrateour methodologyfor formal speci�cationand
designof mobilesystemsby examiningthecaseof a termi-
nationdetectionprotocol.Weconsiderasetof mobilehosts
with identi�ers 0 through ����� ( � moving throughspace.
Initially someof thehostsareidle while othersareactive.
Hostscommunicatewith eachotherwhile in range.A host
canbecomesidle at any time but canbereactivatedif it en-
countersan active host. The basicrequirementis that of
determiningthatall hostsareidle andstoringthatinforma-
tion in aboolean�ag (

"
	�� � * ) locatedonsomespeci�c host

of our choice,say 
���
����  � . Formally, theproblemreduces
to:

stable � ( � 7 )"
	�� � * detects � ( � 7 )

1In this notation we assume all free variables are universally quantified



where � is theterminationcondition

��� � @ � �  �� ��� � � � ���
	 � � � �
	 2 ( � 7 )
( � 7 ) is asafetypropertystatingthatonceall hostsareidle,
nohosteverbecomesactiveagain.( � 7 ) is a progressprop-
erty requiring the �ag claim to eventually recordthe sys-
tem'squiescence.

We use ��� 	 � � � � to expressthe quiescenceof a hostand
de�ne �

" ��� - � � � � to be its negation. It is importantto note
that theproblemde�nition in this casedoesnot dependon
thenatureof theunderlyingcomputation.

In the next sectionwe demonstratehow to re�ne this
speci�cationstepby step.

4. Formal Derivation

In thissection,weemploy speci�cationre�nementtech-
niquestowardsthe goal of generatinga programmingso-
lution thataccountsfor thearchitecturalfeaturesof adhoc
networks that form opportunisticallyashostsmove in and
out of range. The re�nement processstartsby capturing
highlevel behavioral featuresof theunderlyingapplication.
It movesonto introducethekey elementsof thetermination
detectionprotocol. The�nal re�nementstepsbring mobil-
ity andtransientcommunicationto thesurfacebeforegen-
eratingMobile UNITY codeadheringto thespeci�cation.

Theremainderof thissectionproceedsonere�nementat
a time. In eachcase,we provide the informal motivation
behindthat particularstepandshow the resultingchanges
to thespeci�cation.As anaidto thereader, eachre�nement
concludeswith a list of speci�cationstatementlabelsthat
capturesthecurrentstateof there�nementprocess,asin:

Refinement 0: � 7 , � 7
4.1. Refinement 1: Activation Principle.

While a hostmay becomeidle at any time, it canonly
returnto activestatusin thepresenceof anactivehost.This
propertyof theunderlyingcomputationcanbeexpressedas
asafetyproperty:

��
���� � �?� ( ��� )
unless����� � � A� � � ������� � �!�#" � � � @ ����� � �#� � � � @ ����� � �!� � � �
	

2The three-part notation $ op %'&�(*),+ -
.#- /10 23(*45- (�6�78/:9;4<(�)>=�/?9@9/BA*C!4</5D1DB- E')�F used throughout the text is defined as follows: The vari-
ables from quantified variables take on all possible values permitted by
range. If range is missing, the first colon is omitted and the domain of the
variables is restricted by context. Each such instantiation of the variables
is substituted in expression, producing a multiset of values to which op is
applied, yielding the value of the three-part expression. If no instantiation
of the variables satisfies range, the value of the three-part expression is the
identity element for op, e.g., true when op is G or zero if op is “ H ” .

It statesthat a hostmay remainidle forever, or it may
becomeactive at a time someotheractive host is present
in the system. The history variable, ����� � �#� " � � � records

�
's

statusbefore � becameactive. Clearly, if all hostsareidle,
quiescenceis establishedandit will beretainedforever. As
we add( � � ) to our speci�cation,property( � 7 ) is no longer
neededbecauseit canbederivedfrom ( � � ).

Refinement 1: � 7 , ���

4.2. Refinement 2: Token Based Accounting.

Onewaytodetermineterminationis tosimplycounthow
many hostsare idle. Frequenthost movementmakes di-
rectcountinginconvenient,but wecanaccomplishthesame
thing by associatinga tokenwith eachidle host. Indepen-
dentof whetherit is currentlyidle or active,eachhostin the
systemholdszeroor more tokens. The advantageof this
approachis that tokenscanbe collectedandthencounted
at the collectionpoint. Of coursethis strategy works only
if the numberof tokensalwaysequalsthe numberof idle
hosts. If we de�ne I to be the numberof tokensin the
systemand J to bethenumberof idle hosts,i.e.,

IK� � & � � �L�NMPO ��Q � � �
	 ( � � )

JR� � & � � ��
���� � � � � ��( 	 ( �TS )
the relationshipbetweenthe two is establishedby the in-
variant:

Inv. I � J�= ( �US )
By addingthis constraintto the speci�cation, the qui-

escenceproperty ( � ) may be replacedby the predicate
( I � � ), where � is the numberof hostsin the system.
Property( � 7 ) is thenreplacedby:"

	�� � * detects I � � ( �V� )

with the collectionmechanismleft unde�ned for the time
being.

Refinement 2: �V� , ��� , � S

4.3. Refinement 3: Token Consumption.

To maintainthe invariant that the numberof tokensin
the systemre�ects the numberof idle hosts,activation of
anidle hostrequiresthat thenumberof tokensdecreaseby
one. Therefore,whenanactive hostawakensan idle host,
they mustconsumea tokenbetweenthem.To expressthis,
we add a history variable, ��M3O �*Q " � � � , which maintainsthe



valueof ��M3O �*Q � �?� held beforeexecutionof the mostrecent
statement.Thesafetyproperty:

��
���� � � � ( ��� )
unless����� � � A� � � � ����� � �!� " � � � @ �>�*� � �#� � � � @ ����� � �!� � � �@ � ��M3O �*Q � � � & ��M3O �*Q � � � �

��M3O �*Q " � � � &K�NMPO ��Q " � � � � ( � �  	
capturesthe requirementthat,whenhost

�
activates� , one

of their tokensmustbedestroyedin thesamestep.Clearly,
this new propertystrengthensproperty( � � ) by accounting
for token consumption.The fact that an active nodecan-
notalwaysactivateanidle nodethatis within reachmaybe
atypicalfor diffusingcomputations,but it is not surprising
for themobilesettingin which nodesmaynot beavailable
becausethey aresimply out of reach.Thealgorithmdraws
no distinctionbetweendisconnectionand the lack of dis-
posabletokens.

Refinement 3: �V� , � S , ���

4.4. Refinement 4: Token collection.

As mentionedin re�nement2, we would like to collect
the tokensandcount themat the collectionpoint. In this
step,we choose� M��<� �  � to beour collectionpoint, andwe
introducea tokenpassingmechanism.To simplify our nar-
ration, we introducethe conceptof rank. A host with a
higherid is saidto rankhigherthana hostwith a lower id.
Onceall hostsareidle, � M��<� �  � shouldeventuallycollectall
� tokens.We will accomplishthis by forcinghoststo pass
their tokensto lower ranked hosts. For this, we introduce
two de�nitions. First,

� � � & � � ��
���� � � � � � �NMPO ��Q � � �
	 ( � � )
countsthe numberof tokensidle agentshold. Obviously,� � � , whenall hostsareidle. We alsoadd

� � �
	 ��� � �
� � � @ �NMPO ��Q � � � �  � � ��	 ( ��� )
to keeptrackof thehighestrankedhostholdingtokens.No-
tice that � is unde�nedunlessall hostsareidle. After all
hostsareidle, wewill force � to decreaseuntil it reaches0.
When � �/ , � M��<� �  � will havecollectedall thetokens.

At this stagewe adda new progressproperty,

� � � �  until � � � ( � S )
thatbeginsto shapetheprogressof tokenpassing.As men-
tioned in Section2, anuntil propertyis a combinationof
a safetyproperty(theunless portion) anda progressprop-
erty (theleads-to portion). Therefore,the above property

requiresthat the metric � never increasesand guarantees
thatit will eventuallydecrease.Notethatthispropertyonly
restrictsthebehavior of thehighestrankedhostholdingto-
kensbut saysnothingaboutthebehavior of theotherhosts.
As longasthehighestrankedtokenholderpassesits tokens
to a lower rankedhost,we canshow thatall thetokenswill
reach� M��<� �  � withouthaving to restrictthebehavior of any
hostexcept � M��<� � � � . Thereforeterminationcannow bede-
tectedwhen � � �! � , sowe canreplace( � � ) with"

	�� � * detects � � �/ �>= ( ��� )
Refinement 4: � S , � S , ��� , ���

4.5. Refinement 5: Rank independent behavior.

Becausedeterminingtheidentity of � requiresstopping
the computationand askingeachhost whetherit hasany
tokens,we would like to unify thebehavior of any hostbe
it � or not. We dosoby rewriting property( � S ) in termsof
variablesof the underlyingprogram. We begin by adding
theprogressproperty:

�NMPO ��Q � � � �  @ � � � @ � A�/ ( ��� )
until

��M3O ��Q � � � �) @ � � �
which statesthatall hostsexceptthetokencollectionpoint
shouldeventually surrendertheir tokens. Note that ( � � )
alone cannot replace ( � S ) becauseit does not prevent
� M��5� � � � from passingits tokensto a higher ranked host.
We �x thisby addingthestabilityproperty

stable � � � ( ��� )
which guaranteesthat � M��<� � � � never passestokens to a
higherrankedhost.Thecombinationof ( � � ) and( � � ) guar-
anteesthat onceall hostsare idle, all tokensmustbe col-
lectedby � M��5� �  � , i.e., all otherhostspasstheir tokensto
� M��5� �  � eitherdirectlyor indirectly. Property( � � ) onlycon-
strains� M��<� � � � 's behavior, andthevariable� , still appears
in property( � � ); we will replacethis propertyin a laterre-
�nement.

Refinement 5: �US , � � , � � , ��� , ���

4.6. Refinement 6: Pairwise communication.

So far, hostscanawakenotherhostsandhostscanpass
tokensto otherhosts.Clearly, a hostcanonly activatean-
otherhostor passtokensto anotherhostif the two parties
can communicate.However, the previous re�nementsdo
not embodyany notionof communicationamonghostsre-
quiredfor theseactivities to actuallytake place.To accom-
plish this, we introducethepredicate,�5M 	 �5�10 � � thatholds
if andonly if hosts� and

�
cancommunicate.



We begin this re�nementwith a new safetyproperty:
��
���� � � � ( ��� )

unless����� � � A� � � � ����� � �!� " � � � @ �>�*� � �#� � � � @ ����� � �!� � � �@ � ��M3O �*Q � � � & ��M3O �*Q � � � �
��M3O �*Q " � � � &K�NMPO ��Q " � � � � ( � �  

@ �'M 	 �5�10 � �B	
whichrequiresthathosts� and

�
bein communicationwhen�

activates� . This propertyreplacesproperty( � � ) without
losingany of theconstraintsit imposes.

We alsoaddtheproperty:
�NMPO ��Q � � � �  @ � � � @ � A�/ ( � � )

until
��M3O ��Q � � � �) @ � � � @ � � � � � � � �'M 	 �5�10 � �1	

which requiresa hostto passits tokensand,whenit does,
to have beenable to communicatewith a lower ranked
host. As we addthis property, we caneasilyremove prop-
erty ( ��� ). Property( � � ), in conjunctionwith property( ��� ),
requiresthat the highestranked token holder, � , passits
tokensto a lower ranked host. Again, it still saysnothing
aboutthebehavior of otherhosts.

As we leave this re�nement,we separateproperty( ��� )
into its two parts;a progressproperty,

�NMPO ��Q � � � �  @ � � � @ � A�/ ( ��� )
leads-to

��M3O ��Q � � � �) @ � � � @ � � � � � � � �'M 	 �5�10 � �1	
anda safetyproperty,

�NMPO ��Q � � � �  @ � � � @ � A�/ ( ��� )
unless

��M3O ��Q � � � �) @ � � � @ � � � � � � � �'M 	 �5�10 � �1	
In latersteps,we re�ne thesetwo piecesseparately.

Refinement 6: � S , ��� , � � , ��� , � � , � �
4.7. Refinement 7: Contact Guarantee.

Property( ��� ) conveys two differentthings. First, it en-
suresthata hostwith tokenswill meeta lower rankedhost,
if oneexists. Second,it requiresthe tokensto be passed
to the lower ranked host. The former requiresus to either
placerestrictionson the movementof the mobile hostsor
makeassumptionsaboutthemovement.For this reason,we
re�ne property( � � ) into two obligations.The�rst,

�NMPO ��Q � � � �  @ � � � ( ��� )
leads-to

��M3O ��Q � � � �  @ � � � @ � � � � � � � �'M 	 �5�10 � �1	

guaranteesthata hostwith tokenswill meeta lower ranked
host.Thesecond,

�NMPO ��Q � � � �  @ � � � @ ��� ��� � � � �5M 	 ���20 � �B	 ( ��� )
leads-to

��M3O ��Q � � � �) @ � � � @ � � � � � � � �'M 	 �5�10 � �1	
forcesahostthathasmeta lowerrankedhost,to passits to-
kens.At thepoint of passing,communicationis still avail-
able.Thesetwo new propertiesreplaceproperty( ��� ); they
neitherstrengthennorweakenit.

Refinement 7: � S , ��� , � � , ��� , � � � � , � �

4.8. Refinement 8: Decentralization.

As alludedto previously, becauseof the existenceof �
in our speci�cation,tokencollectionis still not completely
decentralized.In this �nal re�nement,we eliminate � by
forcing every host, ratherthanjust � M��<� � � � to passits to-
kensto a lower ranked host, if oneexists. Here,then,we
addthefollowing safetyproperty:

�NMPO ��Q � � � �  @ � � � @ � A�! ( � � )
unless

��M3O �*Q � � � �) @ � � �@ � � ��� � � � �5M 	 �5�10 � �@ ��M3O �*Q � � � � ��M3O �*Q " � � � &K�NMPO ��Q " � � � 	
which requiresthatif any hostpassesits tokens,theremust
have beena host with a lower id within communication
rangethatgainedthatexactnumberof tokens.We canuse
this propertyto replaceboth properties( � � ) and( � � ). At
this point, if we look at properties( � � ), ( � � ), and( � � ) we
seethatthespeci�cationrequiresahostwith tokensto meet
a lower ranked host (if oneexists) and to passits tokens.
Thetwo hostsmustbe in communicationat that time. Be-
causeof this, terminationis now reducedto detectingwhen
the token count in � M��<� �  � reaches� . Thereforewe re-
place( � � ) by: "

	�� � * detects ��M3O �*Q �  � � � ( � 7�6 )
Refinement 8: �US , � � , ��� , ��� , ��� , � 7�6

5. Mobile Program

In the�nal stepof thedesignprocess,weuseour re�ned
speci�cationto mechanisticallyconstructtheprogramtext.
We�rst de�ne theprogramcomponents,andthenwederive
theprogramstatementsdirectly from the�nal speci�cation.
Theresultingprogram(calleda systemin Mobile UNITY)
is shown below anddiscussedin thetext following it. In the



process,weshift to usingtheprogrammingnotationof Mo-
bile UNITY, e.g., ����� ��� � � � becomes
4��
����5���>= ����� ��� to ex-
pressthe local natureof thevariableandtheownershipby
that particularcomponent.Communicationis modeledas
co-locationby introducing:" �$* ���10 � � � � 
���
���������= � � 
4��
���� � �>=��3�
System MobileSystem

Program host(i) at
�

declare�������	��
���
������������	�� � ��������
���� ����!"
�#$�%�&���	���
always���'����(��*),+��������
initially�������	�-)/.

if
�������10 2

if
���3����(��� � ��� ����!4),56���87	�� � �9);:

if
��);2<0 2

if
�>=),2

assign
idle ::

��������
��?�&���	�@
 )A���%B���
��������C�ED;.
if

���3����(��� �
detect ::

�$� ����!F
 )HG��?�&���	�9)I�KJ
if

�L)M2� �
move ::

� 
 ),N,�%(��OG8��
 � J
end host(i)

ComponentsP � � �Q
O2SRT�VUA:"
W
OX���7$��G8�YJZ�O� �\[Y]

InteractionsP � � ��
Y^E
W

X���7$��G8�YJ'_ ��������
3X6�&7��$G8�YJ'_ �?�&���	��
�X6�&7��$G`^OJ'_ �������	�


 )M56���87	��

aCb�c'd?eYf [hgji e c'k$l�m&nKb�c3d�eYf [ gji e c'k$l�m�oKpq r 

s b�c'd?eYf [hgji e c'k$l�m&nKb�c3d�eYf [ gji e c'k$l�m�oKpq t

when
X6�&7$��G8�YJ'_ �������

u X6�&7$��G`^OJ'_ ���'����(��
u G�X6�&7$��G8�YJ'_ � );X6�&7$��G`^OJ'_ � J
u G�X6�&7$��G8�YJ'_ �������	�vDwX6�&7$��G`^OJ'_ �������	�@xA2&J� � X���7$��G8�YJ'_ �������C��
3X6�&7$��G`^OJ'_ �������C�


 ),X6�&7$��G8�YJ'_ �������	�vDwX6�&7$��G`^OJ'_ �������	��
32
when

G�X6�&7$��G8�YJ'_ � ),X���7$��G`^OJ'_ � J
u G`^Exy�YJ
u X6�&7$��G8�YJ'_ �j��� �
u X6�&7$��G`^OJ'_ �������
u X6�&7$��G`^OJ'_ �������	�T=),2� �

inhibit host(i).move and host(j).move
when

G�X6�&7$��G8�YJ'_ � ),X���7$��G`^OJ'_ � J
u G`^Exy�YJ
u X6�&7$��G8�YJ'_ �j��� �
u X6�&7$��G`^OJ'_ �������
u X6�&7$��G`^OJ'_ �������	�T=),2]

End MobileSystem

Our�nal speci�cationshapestheresultingprogramin apar-
ticular mannerre�ected by the codeassociatedwith each
hostandby the coordinationpoliciesgoverningthe inter-
actionsamongthehosts. It is the latter that representsour

novel contribution to programderivation literatureandthe
key to tying our derivationtechniquesto mobility.

The local actionsof the individual hostaresimple; two
relateto thebehavior of theunderlyingcomputation,while
thethird implementsthedetectiondecision.Thestatement
“ idle” capturesthetransitionfrom active to idle and,to pre-
serve the invariant( �US ), generatesa new token in the pro-
cess.The“detect” statementis reducedto askip in all hosts
except 
4��
����  � wheretokensarecheckedagainstthenum-
berof known hostsin orderto recordtheterminationin the
local variable, 
4��
:���  ��= " 	�� � * . Finally, the “move” state-
mentmodelsmobility by assigningnew valuesto the loca-
tion variable,� .

All actionsinvolving multiple components(pairsin our
example)are capturedin the Interactions section,which
maybe viewedeitherasa modelof thephysicalreality or
asa speci�cationfor servicesto beprovidedby theoperat-
ing systemor by middlewaredesignedto supportmobility.
In this particularexample,the �rst interactioncapturesthe
requirementthat a token is consumedwhenan active host
wakesan idle one—thefact that the remainingtokensare
distributedamongthe two hostsis just an arbitraryimple-
mentationdetail. We usethe when statementhereto indi-
catethat hostactivation is nondeterministicandnot oblig-
atory at the time of the encounter—when statementsare
selectedfor executionin the sameweakly-fair manneras
all otherstatementsin the system.The secondinteraction
is mechanicallysimilar but capturesthe transferof tokens
amongidlehostsfromahigherto alowerrankedhost.Here,
however, thespeci�cationdemandsthatsuchtransferbeac-
complishedbeforethe two hostscanmove apart. We ac-
complishthisby employing athird interactionconstruct,an
inhibit statement,that explicitly precludesthe movement
for aslong asthetransferof tokensis not yet complete.

It mayappearat this point thatwe indeedhavea correct
program,but any attemptto verify its correctnessreveals
thatwehaveoverlookedproperty( � � ) whichdemandsthat
(whenall hostsareidle) a host(otherthan 
4��
:���  � ) carry-
ing tokensmustmeeta lowerrankedhost.In anadhocnet-
work, constructinga programwhich satis�es this require-
mentis generallyimpossible.Fortunately, Mobile UNITY
includesthenotionof conditionalproperties,thusallowing
us to de�ne correctnessasbeingconditionalof ( ��� ), i.e.,
if the latterholds,thedesiredbehavior is achieved. In cer-
tain circumstances,we canactuallyguaranteethat ( � � ) is
met by taking advantageof the propertiesof motion and
thestructureof space.For instance,if hostsmovebackand
forth in alonghallway, pairwisemeetingsbecomeareality.

6. Conclusion

In this paperwepresentedtheformalderivationof a ter-
minationdetectionprotocol for mobile computing. While



our discussionfocusedon physicalmobility, i.e., ad hoc
networks, the solution works equally well in wired net-
works supportingcommunitiesof mobile agents.Despite
the simplicity of the actualprotocol, this exercisedemon-
stratesoncemoretheversatilityof Mobile UNITY, reveals
a numberof subtlemethodologicalissues,andraisessome
interestingquestionsaswell. In this particularstudy, the
problemde�nition is generalenoughto be independentof
mobility. Is this a desirablegoal?Whendo we needto ad-
dressmobility from theonset?A precisede�nition of space
wasnot requiredsinceco-locationwassuf�cient to model
the ideaof two hostsbeingin rangeof eachother, in part
becausewe ignoredad hoc routing. Can we take advan-
tageof the structureof spaceand its properties?The or-
derof re�nementsis clearlyimportantandlateintroduction
of location-dependentcommunicationconstraintsmadethe
derivation simpler. Is this always the case? While it has
beenknown for a long time that the underlyingarchitec-
ture greatly affects the derivation process,it was interest-
ing to seethat the availablecoordinationconstructs(e.g.,
thoseof Mobile UNITY) alsoshapethe mannerin which
re�nements take place. Can we take advantageof this
andsimplify thederivationprocessby focusingon tailored
abstractcoordinationconstructs(easilybuilt from Mobile
UNITY primitives)ratherthanthe traditionalcommunica-
tion primitivesconsideredby muchof theliteratureon dis-
tributedcomputing?Finally, this exerciserecon�rmedthe
usefulnessof conditionalpropertiesin reasoningaboutopen
systems—knowledgeof how many hostswehadin thesys-
temnot withstanding.This paperprovidesstrongevidence
thata formal treatmentof mobility is not only feasiblebut,
giventhecomplexities of mobilecomputing,alsovery de-
sirable.
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