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Abstract

Terminationdetectiona classicalproblemin distributed
computing is revisited in the new settingprovided by the
emeging mobilecomputingtechnolagy. A simplesolution
tailoredfor usein ad hocnetworkds employedsa vehicle
for demonstating the applicability of formal requirements
anddesignstrategiesto thenew eld of mobilecomputing
The approad is basedon well undeistoodtechniquesin
speci cationre nement,but the methodolgy is tailored to
mobileapplicationsand helpsdesignes addressnovel con-
cernssud as the mobility of hosts,transientinteractions,
and speci ¢ coordination constructs. The proof logic and
programmingnotation of Mobile UNITY provide the intel-
lectualtoolsrequiredto carry outthistask.

1. Introduction

Increasingdemandsor dependabilityprovide a strong
impetusfor the software engineeringcommunityto eval-
uate and adopt formal methods. Formal notationsled
to the developmentof speci cation languages;formal
veri cation contributed to the application of mechani-
cal theorem provers to program checking; and formal
derivation—aclassof techniqueshatensurecorrectnesby
construction—hathepotentialto reshape¢heway software
will be developedin the future. Programderivationis less
costly than post-factumveri cation, is incrementalin na-
ture, and can be appliedwith varying degreesof rigor in
conjunctionwith or completelyapartfrom programveri -
cation.More signi cantly, while veri cation is tied to anal-
ysis and supporttools, programderivation dealswith the
veryessencef thedesignprocesstheway onethinksabout
problemsandconstructsolutions.

In sequentiabrogramming formal derivation enjoys a
long standingand prestigiougtradition [4, 5, 7, 8, 14, 15].
By contrast,derivationis a relatively new concernin con-
currentprogramming Althougha cleanandcomprehensie

characterizatiorof the eld is dif cult to make andis be-
yondthe scopeof this paper threegeneraldirectionsseem
to have emegedin theconcurreng area.Constructvist ap-

proachestartwith simplecomponentsaving known prop-

ertiesandcombinetheminto larger oneswhoseproperties
may be computed. CSP-relatecefforts [6, 9, 11] appear
to favor this approachin part due to the algebraicmind-

setthat characterizeshe work on abstractCSPR Speci ca-

tion re nement has beenadwcatedstrongly in the work

on UNITY [2, 10, 23]. An initial highly-abstractspeci -

cationis graduallyre ned up to the point whenit contains
somuchdetailthatwriting a correctprogrambecomedriv-

ial. Programre nementusesa correctprogramasa start-
ing point andaltersit until a new programsatisfyingsome
additionaldesiredpropertiesis produced. In someof the

work on action systemg[1], for instance,sequentialpro-

gramsare transformednto concurrentor distributedones.
Mix ed speci cation and programre nement [22, 20] has
beenusedin conjunctionwith the Swarm model[18] and
its prooflogic [3, 19].

In this paperwe posea simple question. Is it feasible
to applyformal derivationtechniqueso thedevelopmenf
mobileapplicationsMobile systemsin general consistof
componentghat may move in a physicalor logical space.
If the componentshat move arehosts,the systemexhibits
physicalmobility. If the componentsre codefragments,
thesystendisplaydogical mobility, alsoreferredto ascode
mobility. Codeon demandfemoteevaluation,andmobile
agentsaretypical formsof codemobility. Of course mary
systemsentail a combinationof both logical and physical
mobility. LImE [16], for instanceprovideslogical mobility
of agentontop of both x edandadhocnetworks. Thepo-
tentially verylargenumberof independentomputingunits,
adecoupleccomputingstyle,frequentdisconnections;on-
tinuous position changesand the location-dependema-
tureof thebehaior andcommunicatiorpatterngpresentle-
signerswith unprecedentedhallengeg21]. While formal
methodsmay not be readyyet to deliver completepracti-
cal systemsthe compleity of the undertakingclearly can



bene t enormouslyfrom therigor associateavith a precise
designprocessgvenif employedonly in the designof the
mostcritical aspect®f thesystem.

Our rst attemptto answerthe questionraised ear
lier consistsof a formal speci cation and derivation for
a termination detectionprotocol for ad hoc mobile sys-
tems;we carry out this exerciseby employing the Mobile
UNITY [12] prooflogic andprogrammingiotation.Mobile
UNITY providesa notationfor mobile systemcomponents,
a coordinationlanguageor expressingnteractionsamong
thecomponentsandanassociategrooflogic. This highly
modularextensionof the UNITY model extendsboth the
notationandlogic to accommodatsepeci cationof andrea-
soningaboutmobile programghat exhibit dynamicrecon-
guration. Onceexpressedn the Mobile UNITY notation,
a systemcan be subjectedto rigorousformal veri cation
againsta setof requirementgxpressedstemporalproper
tiesof its execution.

Theremaindeof this papelis organizedasfollows. Sec-
tion 2 briey reviews the Mobile UNITY syntaxand its
prooflogic. Section3 providesaformal speci cationof the
terminationdetectionproblem. Section4 providesa series
of UNITY-style re nementsof the speci cation. Section
5 presentghe Mobile UNITY programgeneratedrom the
speci ed requirements.Finally, Section6 summarizeghe
lessonsve have learnedrom this exercise.

2. Methodology and Notation

This sectionprovides a gentle introductionto Mobile
UNITY. A signi cant body of publishedwork is available
for thereadeiinterestedn amoredetailedunderstandingf
the modelandits applicationsto the speci cationandver-
i cation of Mobile IP [13], andto the modelingandveri -
cationof mobile code[17], amongothers.Mobile UNITY
is basedon the UNITY model of Chandyand Misra [2],
with extensiongo boththenotationandlogic. EachUNITY
programcomprises declare, always, initially, andassign
section.Thedeclare sectioncontainsa setof variablesthat
will be usedby the program. Eachis givena nameanda
type. The always sectioncontainsde nitions thatmay be
usedfor corveniencen the remainderof the programor in
proofs. The initially sectioncontainsa setof statepredi-
cateswhich mustbe true of the programbeforeexecution
begins. Finally, the assign sectioncontainsa setof assign-
mentstatementsin eachsection thesymbol’[]' is usedto
separatehe individual elementgdeclarationsde nitions,
predicatespr statements).

Eachassignmenstatements of the form 7 := € if p,
wheref is alist of programvariables¢'is a list of expres-
sions,andp is a statepredicatecalledthe guard. Whena
statemenis selectedif theguardis satis ed,theright-hand
side expressionsare evaluatedin the currentstate,andthe

resultingvaluesare storedin the variableson the left-hand
side.ThestandardJNITY executionmodelinvolvesanon-
deterministicweakly-fair executionof thestatementg the
assign section. The executionof a programstartsin a state
satisfyingthe constraintamposedby the initially section.
At eachstep,one of the assignmenstatementss selected
and executed. The selectionof the statementss arbitrary
but weaklyfair, i.e., eachstatements selectedn nitely of-
tenin anin nite execution.All executionsarein nite. The
Mobile UNITY executionmodelis slightly different, due
to thepresencef severalnew kindsof statements.g.,the
reactivestatemenandtheinhibit statemendescribedater.

A toy exampleof a Mobile UNITY programis shovn
below.

Program host(i) at A
declare
token : integer
initially
token =0
assign
count
[ move:
end host

token := token + 1
A= Move(i, \)

Thenameof theprogramis host, andinstancesreindexed
by i. The rst assignmenstatementn host increaseshe
token countby one. The secondstatementnodelsmove-
mentof the host from onelocationto another In Mobile
UNITY, movements reducedo valueassignmenof aspe-
cial variable A that denotesthe location of the host. We
useM ove(i, \) to denotesomeexpressiorthatcaptureghe
motion patternf host (7).

Theoverall behaior of this toy examplehostis to count
tokenswhile moving. Theprogramhost () actuallyde nes
a classof programsparameterizedby the identi er i. To
createa completesystemwe mustcreateinstancef this
program.As showvn below, the Components sectionof the
Mobile UNITY programaccomplisheghis. In ourexample
we createtwo hostsplacedatinitial locationsig and ;.

System Token-Collection
Program host(i) at A

end host
Components
host(0) at A
[ host(1) at)
Interactions
host(0).token, host(1).token
:= host(0).token + host(1).token, 0
when (host(0).A = host(1).))
A(host(1).token # 0)
[| inhibit host(1).move andhost(0).move



when (host(0).A = host(1).))
A(host(1).token > 10)
End Token-Collection

Unlike UNITY, in Mobile UNITY all variablesare local
to eachcomponent. A separatesectionspeci es coordi-
nationamongcomponentdy de ning whenandhow they
sharedata. In mobile systems,coordinationis typically
location dependent.Furthermore to de ne the coordina-
tion rules, statementén the Interactions sectioncanrefer
to variablesbelongingto the componentshemseles us-
ing a dot notation. The sectionmay be viewed asa model
of physicalreality (e.g., communicationtakes place only
when hostsare within a certainrange)or as a speci ca-
tion for desiredsystenrserviceslin theInteractions section
of our Token-Collectiorexample the rst statemenallows
host(0) to collectthetokensfrom host(1) whenthetwo are
co-located.The secondstatementnhibits the executionof
the“move” statemenin bothhostswhenthetwo hostsare
co-locatecandhost(1) hasmorethantentokens.Theoper
ational semanticof the inhibit constructis to strengthen
the guard of the affected statementsvhene&er the when
clauseis true. The statementén the Interactions section
areselectedor executionin the sameway asthosein the
componenprograms.Thus,without the inhibit statement,
host(0) andhost(1) may move away from eachotherbe-
fore the token collection takes place, i.e., beforethe rst
interactionstatements selectedfor execution. With the
additionof the inhibit statementwhentwo hostsare co-
located andhost(1) holdsmorethantentokens,bothhosts
are prohibitedfrom moving, until host(1) hasfewer than
eleventokens. The inhibit constructaddsboth e xibility
andcontrolover the programexecution.

In additionto its programmingnotation,Mobile UNITY
also provides a proof logic, a specializationof temporal
logic. Asin UNITY, safetypropertiesspecifythat certain
statetransitionsare not possible while progresgproperties
specifythatcertainactionswill eventuallytake place. The
safetypropertiesncludeunless, invariant, andstable:

e p unless g assertghatif theprogramreaches statein
which the predicatep A —¢) holds,p will continueto
holdatleastaslongasq doesnt, whichmaybeforever.

e stable pisde nedasp unless false, which stateghat
oncep holds,it will continueto hold forever.

e Inv p means(( INIT = p) A stable p), i.e., p holds
initially andthroughoutthe executionof the program.
INIT characterizethe programsinitial state.

The basic progresspropertiesinclude ensures, leads-to,
until, anddetects:

e pensures g simply stateghatif the programreaches
statewherep is true, p remainstrue aslong asgq is

false, andthereis one statementhat, if selectedjs
guaranteedio make the predicatey true. Thisis used
to de ne themostbasicprogresgpropertyof programs.

e pleads-to ¢ statesthat if program reachesa state
wherep istrue,it will eventuallyreachastatein which
q is true. Noticethatin the leads-to, p is notrequired
to hold until ¢ is established.

e puntil ¢ de ned as((p leads-to ¢) A (p unless q)), is
usedto describea progressonditionwhich requiresp
to hold upto the pointwheng is established.

e pdetects g isde nedas(p = ¢q) A (q leads-to p)

All of the predicaterelationsde ned above represent
short-hanchotationfor expressionsnvolving Hoaretriples
guanti ed over the setof statementé the system.Mobile
UNITY and UNITY logic sharethe samepredicaterela-
tions. Differencesdbecomeapparenbnly whenoneexam-
inesthe de nitions of unless andensures andthe manner
in which they handlethe new programmingconstructsof
Mobile UNITY [12].

Herearesomepropertieghe toy-examplesatis es:

(1) (host(0).token + host(1).token = k)
unless (host(0).token + host(1).token > k)*
— thetotal countwill notdecrease
(2) host(0).token = k leads-to host(0).token > k
— thenumberof tokenson host(0) will
eventuallyincrease

In the next sectionwe employ the Mobile UNITY proof
logic to give a formal requirementsle nition to the termi-
nationdetectionproblem.

3. Problem Specification

We illustrate our methodologyfor formal speci cationand

designof mobile systemdy examiningthe caseof atermi-

nationdetectiorprotocol.We considera setof mobilehosts
with identi ers 0 through(N — 1) moving throughspace.
Initially someof the hostsareidle while othersareactive.

Hostscommunicatavith eachotherwhile in range.A host
canbecomesdle atary time but canbereactvatedif it en-

countersan active host. The basicrequirements that of

determiningthatall hostsareidle andstoringthatinforma-

tionin abooleanag (claim) locatedon somespeci c host
of our choice,say host(0). Formally, the problemreduces
to:

stable W (S1)
claim detects W (P1)

Ln this notation we assume all free variables are universally quantified



whereW is theterminationcondition

W = (Ni:0<i< N :idle[i])? (Dy)

(S1) is asafetypropertystatingthatonceall hostsareidle,
no hosteverbecomesctive again.(P;) is a progresgprop-
erty requiringthe ag claim to eventually recordthe sys-
tem's quiescence.

We useidle[i] to expressthe quiescencef a hostand
de ne activel[i] to beits negation. It is importantto note
thatthe problemde nition in this casedoesnot dependon
the natureof the underlyingcomputation.

In the next sectionwe demonstratédhow to re ne this
speci cationstepby step.

4. Formal Derivation

In this sectionwe employ speci cationre nementtech-
niguestowardsthe goal of generatinga programmingso-
lution thataccountdor the architecturafeaturesof adhoc
networks that form opportunisticallyashostsmove in and
out of range. The re nement processstartsby capturing
highlevel behaiioral featuresof theunderlyingapplication.
It movesonto introducethekey elementof thetermination
detectionprotocol. The nal re nementstepsbring mobil-
ity andtransientcommunicatiorto the surfacebeforegen-
eratingMobile UNITY codeadheringo the speci cation.

Theremaindeof this sectionproceed®nere nementat
atime. In eachcase,we provide the informal motivation
behindthat particularstepand show the resultingchanges
to thespeci cation.As anaidto thereadereachre nement
concludeswith a list of speci cation statementabelsthat
captureghe currentstateof there nementprocessasin:

Refinement 0: P, &1
4.1. Refinement 1: Activation Principle.

While a hostmay becomeidle at ary time, it canonly
returnto active statusn thepresencef anactive host. This
propertyof theunderlyingcomputatiorcanbe expresseds
asafetyproperty:

idle[d] (S2)
unless
(5 : j # i = active'[j] A active[j] A active]i])

2The three-part notation {op quantified-variable : range ::
expression) used throughout the text is defined as follows: The vari-
ables from quantified_variables take on all possible values permitted by
range. If range is missing, the first colon is omitted and the domain of the
variables is restricted by context. Each such instantiation of the variables
is substituted in expression, producing a multiset of values to which op is
applied, yielding the value of the three-part expression. If no instantiation
of the variables satisfies range, the value of the three-part expression is the
identity element for op, e.g., true when op is V or zero if op is “+4” .

It statesthat a hostmay remainidle forever, or it may
becomeactive at a time someotheractive hostis present
in the system. The history variable, active'[4] records;'s
statusbeforei becameactive. Clearly, if all hostsareidle,
quiescencts establishedndit will beretainedforever. As
we add(S-2) to our speci cation,property(S; ) is nolonger
neededdecausdt canbederivedfrom (Sz).

Refinement 1: P1, S,
4.2. Refinement 2: Token Based Accounting.

Onewayto determingerminationis to simply counthow
mary hostsareidle. Frequenthostmovementmakes di-
rectcountingincorvenientbut we canaccomplisithesame
thing by associatinga tokenwith eachidle host. Indepen-
dentof whetherit is currentlyidle or active, eachhostin the
systemholds zero or more tokens. The advantageof this
approachs that tokenscanbe collectedandthen counted
at the collectionpoint. Of coursethis strateyy works only
if the numberof tokensalways equalsthe numberof idle
hosts. If we de ne T to be the numberof tokensin the
systemand/ to bethenumberof idle hostsj.e.,

T = (+i :: tokenl[i]) (D)

I=(+i:idle[i]:: 1) (Ds3)
the relationshipbetweenthe two is establishedy the in-
variant:

Inv. T =1. (S3)

By addingthis constraintto the speci cation, the qui-
escenceproperty (W) may be replacedby the predicate
(T = N), whereN is the numberof hostsin the system.
Property(P;) is thenreplacedy:

claim detects T = N (P2)

with the collectionmechanismeft unde nedfor the time
being.

Refinement 2: Ps, S, S3
4.3. Refinement 3: Token Consumption.

To maintainthe invariantthat the numberof tokensin
the systemre ects the numberof idle hosts,activation of
anidle hostrequiresthatthe numberof tokensdecreaséy
one. Therefore whenan active hostawakensanidle host,
they mustconsumea token betweerthem. To expresshis,
we add a history variable, token'[i], which maintainsthe



valueof token[i] held beforeexecutionof the mostrecent
statementThe safetyproperty:

idleli] (S1)
unless
(35 : j # i 22 active'[j] A active[j] A activeli]
A (token[i] + token[j] =
token'[i] + token'[j] — 1) > 0)

captureghe requirementhat, whenhost; activatesi, one
of their tokensmustbe destryedin the samestep.Clearly,

this new propertystrengthengroperty(S:) by accounting
for token consumption. The fact that an active nodecan-
notalwaysactivateanidle nodethatis within reachmaybe

atypicalfor diffusingcomputationsbut it is not surprising
for the mobile settingin which nodesmay not be available
becausehey aresimply out of reach. The algorithmdraws

no distinction betweendisconnectiorand the lack of dis-

posabletokens.

Refinement 3: Ps, S3, S4
4.4, Refinement 4: Token collection.

As mentionedn re nement2, we would like to collect
the tokensand countthemat the collectionpoint. In this
step,we choosehost(0) to be our collectionpoint, andwe
introducea token passingmechanismTo simplify our nar
ration, we introducethe conceptof rank. A hostwith a
higherid is saidto rank higherthana hostwith a lower id.
Onceall hostsareidle, host(0) shouldeventuallycollectall
N tokens.We will accomplistthis by forcing hoststo pass
their tokensto lower ranked hosts. For this, we introduce
two de nitions. First,

v = (+i : idle[i] :: token[i]) (Dy)

countsthe numberof tokensidle agentshold. Obviously,
t = N, whenall hostsareidle. We alsoadd

w={maz i:t= N Atoken[i] >0 :: 1) (Ds)

to keeptrackof thehighestrankedhostholdingtokens.No-

tice thatw is unde nedunlessall hostsareidle. After all

hostsareidle, we will forcew to decreaseintil it reached.

Whenw = 0, host(0) will have collectedall thetokens.
At this stagewe adda new progresproperty

w=k>0untilw <k (Ps)

thatbeginsto shapehe progresof tokenpassing As men-
tionedin Section2, anuntil propertyis a combinationof
a safetyproperty(theunless portion) anda progresprop-
erty (theleads-to portion). Therefore,the above property

requiresthat the metric w never increasesand guarantees
thatit will eventuallydecreaseNotethatthis propertyonly
restrictsthe behavior of the highestranked hostholdingto-
kensbut saysnothingaboutthe behaior of the otherhosts.
Aslongasthehighestrankedtokenholderpassedts tokens
to alower ranked host,we canshawv thatall the tokenswiill
reachhost(0) without having to restrictthe behavior of ary
hostexcepthost(w). Thereforeterminationcannow bede-
tectedwhen(w = 0), sowe canreplace(Ps) with

claim detects (w = 0). (Py)
Refinement 4: Sz, P3, P4, Sa

4.5. Refinement 5: Rank independent behavior.

Becausaleterminingthe identity of w requiresstopping
the computationand askingeachhost whetherit hasary
tokens,we would like to unify the behaior of ary hostbe
it w or not. We do soby rewriting property(Ps) in termsof
variablesof the underlyingprogram. We begin by adding
the progresgroperty:

token[j] >0ANt=NAj#0 (Ps)
until
token[j] =0A1 =N

which stateghatall hostsexceptthe token collectionpoint
should eventually surrendertheir tokens. Note that (Ps)
alone cannot replace (P3;) becauseit does not prevent
host(w) from passingits tokensto a higher ranked host.
We x this by addingthestability property

stable w < k (Ss)

which guaranteeghat host(w) never passegokensto a

higherrankedhost. Thecombinatiorof (P5) and(Ss) guar

anteeghat onceall hostsareidle, all tokensmustbe col-

lectedby host(0), i.e., all otherhostspasstheir tokensto

host(0) eitherdirectlyorindirectly. Property(Ss) only con-

strainshost(w)'s behaior, andthevariablew, still appears
in property(Ss); we will replacethis propertyin alaterre-

nement.

Refinement 5: Ss, Ps4, S4, S5, Py
4.6. Refinement 6: Pairwise communication.

Sofar, hostscanawaken otherhostsandhostscanpass
tokensto otherhosts. Clearly, a hostcanonly activatean-
otherhostor passtokensto anotherhostif thetwo parties
can communicate. However, the previous re nementsdo
not embodyary notion of communicatioramonghostsre-
quiredfor theseactities to actuallytake place.To accom-
plish this, we introducethe predicate ,com (i, j) thatholds
if andonly if hostsi andj cancommunicate.



We begin thisre nementwith a new safetyproperty:
idle[d] (Se)
unless
(37 : j # i active'[j] A active[j] A active[i]
A (token[i] + token[j] =
token'[i] + token'[j] — 1) > 0
A com(i, §))
whichrequireghathostsi and; bein communicatiorwhen

j activatesi. This propertyreplacesproperty(S4) without
losingary of theconstraintst imposes.

We alsoaddthe property:
token[j] >0ALt=NAj#0 (Ps)
until

token[j] =0A 1= N A(3i < j:: com(i,j))

which requiresa hostto passits tokensand,whenit does,
to have beenable to communicatewith a lower ranked
host. As we addthis property we caneasilyremove prop-
erty (Ps). Property(Pg), in conjunctionwith property(Ss),
requiresthat the highestranked token holder w, passits
tokensto a lower ranked host. Again, it still saysnothing
aboutthe behavior of otherhosts.

As we leave this re nement, we separateroperty(Pg)
into its two parts;a progresgproperty

token[j] >0ALt=NAj#0 (P7)
leads-to
token[j] =0A 1= N A(3i < j:: com(i,j))

anda safetyproperty

token[j] >0At=NAj#0 (Sr)
unless
token[j] =0A 1= N A(3i < j:: com(i,]))
In laterstepswe re ne thesetwo piecesseparately

Refinement 6: Ss3, P4, S5, S, Pr, St
4.7. Refinement 7: Contact Guarantee.

Property(P;) corveystwo differentthings. First, it en-
suresthata hostwith tokenswill meetalower rankedhost,
if oneexists. Second,it requiresthe tokensto be passed
to the lower ranked host. The former requiresusto either
placerestrictionson the movementof the mobile hostsor
make assumptionaboutthemovement.For thisreasonye
re ne property(P;) into two obligations.The rst,

token[j] >0At=N (Ps)
leads-to
token[j] >0A 1= N A(3i < j:: com(i,j))

guaranteethata hostwith tokenswill meetalower ranked
host. Thesecond,

token[j] >0At=NA(Fi <j:com(i,j))  (Po)
leads-to
token[j] =0A =N A(3i < j :: com(i,]))

forcesahostthathasmetalowerrankedhost,to passts to-
kens. At the point of passingcommunicatioris still avail-
able. Thesetwo new propertiegeplaceproperty(P;); they
neitherstrengthemor wealenit.

Refinement 7: Ss, Py, S5, Sg, S7 Pg, Py
4.8. Refinement 8: Decentralization.

As alludedto previously, becausef the existenceof w
in our speci cation,tokencollectionis still not completely
decentralized.In this nal re nement, we eliminatew by
forcing every host, ratherthanjust host(w) to passits to-
kensto a lower ranked host,if oneexists. Here,then,we
addthefollowing safetyproperty:

token[j] > 0At=NAj#0 (Ss)
unless
token[j]=0At=N
A (i < j = com(i,§)
A token[i] = token'[i] + token'[j])

whichrequireghatif any hostpassedts tokens,theremust
have beena hostwith a lower id within communication
rangethat gainedthat exactnumberof tokens. We canuse
this propertyto replaceboth properties(S;) and (S5). At

this point, if we look at propertiegPs), (Ps), and(Sg) we

seethatthespeci cationrequiresa hostwith tokensto meet
a lower ranked host (if one exists) andto passits tokens.
Thetwo hostsmustbein communicatiorat thattime. Be-

causeof this, terminationis now reducedo detectingwhen
the token countin host(0) reachesN. Thereforewe re-

place(Py) by:

claim detects token[0] = N (P10)

Refinement 8: Ss, Sg, Ps, Py, S, Pio

5. Mobile Program

In the nal stepof thedesignprocesswe useourre ned
speci cationto mechanisticallyconstructhe programtext.
We rst de ne theprogramcomponentsandthenwe derive
the programstatementslirectly fromthe nal speci cation.
Theresultingprogram(calleda systemin Mobile UNITY)
is shavn belon anddiscussedh thetext followingit. In the



processwe shift to usingthe programmingnotationof Mo-
bile UNITY, e.g., token[i] becomeshost(i).token to ex-
pressthe local natureof the variableandthe ownershipby
that particularcomponent. Communicatioris modeledas
co-locationby introducing:

com(i, j) = (host(i).A = host(j).\)

System MobileSystem
Program host(i) at A
declare
token, n : integer
[[ edle,claim : boolean
always
active = —idle
initially
token = 1ifidle ~ 0ifactive
[ claim = false
[ n=Nifi=0 ~ 0ifi#0

assign
idle . idle, token := true, token + 1 if active
[| detect :: claim := (token =n)ifi =0
[[move : A:= Move(i,A)
end host(i)
Components

([i:0<i< N : host(i) at X\;)

Interactions
(lé, g =
host(i).idle, host(z).token, host(j).token

:= false,
host(i).token+host(i).token—1

D) )
host(i).token+host(i).token—1 J

when host(i).idlé
Ahost(j).active
A(host(2).\ = host(j).))
A(host(z).token + host(j).token > 0)
[ host(i).token, host(j).token
:= host(i).token + host(j).token, 0
when (host(i).\ = host(j).\)
A > 1)
Ahost(7).idle
Ahost(j).idle
Ahost(j).token # 0
[] inhibit host(i).move and host(j).move
when (host(i).\ = host(j).\)
A > 1)
Ahost().idle
Ahost(j).idle
Ahost(j).token # 0

)

End MobileSystem

Our nal speci cationshapesheresultingprogramin apar
ticular mannerre ected by the codeassociatedvith each
hostand by the coordinationpolicies governingthe inter-
actionsamongthe hosts. It is the latter thatrepresentsur

novel contribution to programderivation literatureandthe
key to tying our derivationtechniquego mobility.

The local actionsof the individual hostare simple; two
relateto the behavior of the underlyingcomputationwhile
thethird implementghe detectiondecision. The statement
“idle” captureghetransitionfrom activeto idle and,to pre-
sene the invariant(Ss), generates new tokenin the pro-
cess.The“detect statemenis reducedo askipin all hosts
excepthost(0) wheretokensarechecled againstthe num-
berof known hostsin orderto recordthe terminationin the
local variable, host(0).claim. Finally, the “move’ state-
mentmodelsmobility by assigninghew valuesto theloca-
tion variable \.

All actionsinvolving multiple componentgpairsin our
example)are capturedin the Interactions section,which
may be viewed eitherasa modelof the physicalreality or
asaspeci cationfor servicego be providedby the operat-
ing systemor by middlewvaredesignedo supportmobility.
In this particularexample,the rst interactioncaptureghe
requirementhat a token is consumedvhenan active host
wakes anidle one—thefact that the remainingtokensare
distributedamongthe two hostsis just an arbitraryimple-
mentationdetail. We usethe when statemenhereto indi-
catethat hostactivation is nhondeterministi@and not oblig-
atory at the time of the encounterwhen statementsare
selectedfor executionin the sameweakly-fair manneras
all otherstatementsn the system. The secondinteraction
is mechanicallysimilar but captureghe transferof tokens
amongdle hostsfrom ahigherto alowerrankedhost.Here,
however, thespeci cationdemandshatsuchtransferbeac-
complishedbeforethe two hostscan move apart. We ac-
complishthis by employing athird interactionconstructan
inhibit statementthat explicitly precludeshe movement
for aslong asthetransferof tokensis notyet complete.

It may appeaiat this pointthatwe indeedhave a correct
program,but ary attemptto verify its correctnesseveals
thatwe have overlookedproperty(Ps) which demandshat
(whenall hostsareidle) a host(otherthanhost(0)) carry-
ing tokensmustmeeta lowerrankedhost.In anadhocnet-
work, constructinga programwhich satis es this require-
mentis generallyimpossible.Fortunately Mobile UNITY
includesthe notion of conditionalpropertiesthusallowing
us to de ne correctnesss being conditionalof (Pg), i.e.,
if the latterholds,the desiredbehaior is achiesed. In cer
tain circumstanceswe canactually guaranteehat (Pg) is
met by taking advantageof the propertiesof motion and
the structureof space For instancejf hostsmove backand
forthin alonghallway, pairwisemeetingdbecomeareality.

6. Conclusion

In this papermwe presentedheformal derivationof ater
mination detectionprotocolfor mobile computing. While



our discussionfocusedon physical mobility, i.e., ad hoc
networks, the solution works equally well in wired net-
works supportingcommunitiesof mobile agents. Despite
the simplicity of the actualprotocol, this exercisedemon-
stratesoncemorethe versatility of Mobile UNITY, reveals
a numberof subtlemethodologicalssuesandraisessome
interestingquestionsaswell. In this particularstudy the
problemde nition is generalenoughto be independenbf

mobility. Is this a desirablegoal? Whendo we needto ad-
dresamobility from theonset?A precisede nition of space
was not requiredsinceco-locationwassufcient to model
the ideaof two hostsbeingin rangeof eachother, in part
becausewe ignoredad hoc routing. Canwe take advan-
tageof the structureof spaceandits properties? The or-

derof re nementsis clearlyimportantandlateintroduction
of location-dependermommunicatiorconstraintsnadethe
derivation simpler Is this alwaysthe case? While it has
beenknown for a long time that the underlyingarchitec-
ture greatly affectsthe derivation processijt wasinterest-
ing to seethat the available coordinationconstructye.g.,
thoseof Mobile UNITY) alsoshapethe mannerin which

re nementstake place. Can we take adwantageof this

andsimplify the derivation processy focusingon tailored
abstractcoordinationconstructs(easily built from Mobile

UNITY primitives)ratherthanthe traditionalcommunica-
tion primitivesconsideredy muchof theliteratureon dis-

tributed computing?Finally, this exerciserecon rmedthe
usefulnessf conditionalpropertiesn reasoningboutopen
systems—knwledgeof how mary hostswe hadin thesys-
tem not withstanding.This paperprovidesstrongevidence
thata formal treatmenbf mobility is not only feasiblebut,

giventhe compleities of mobile computing,alsovery de-
sirable.
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