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2.1.3 Network Dynamics

Our final passive metric is the most sophisticated and measures the relative mobility of a node
and its neighbors. We have explored the quality of this metric in more detail than the others [7];
we overview those results here. When applications know the local degree of mobility, they can
adapt their behavior to tailor their provision of resources or the nature of their communication to
approaches best suited to different amounts of dynamics. Traditional measures of relative mobility
require nodes to periodically exchange velocity information, from which each node can calculate the
relative mobility across all of its neighbors. Relative mobility is in fact a better measure of network
dynamics than absolute mobility. Consider a highway on which all cars are moving at approximately
the same speed in the same direction. The topology of this network is likely relatively static, even
though, individually, each node is moving at a very high speed.

We approximate this notion of relative mobility by eavesdropping on communication packets
to discern information about links that break. Specifically, we passively measure the rate at which
network links break. We posit that this breakage rate is an indirect measure of the topology’s
dynamics. However, links can break for reasons other than movements; the simple unpredictability
of wireless communication can cause links to fluctuate over time, even if the nodes connected by the
link never move. From the application’s perspective however, it may not be useful to differentiate
between this type of fluctuation and actual node movement since both indicate the network volatility
to which the application likely desires to adapt. To measure network dynamics, our interceptor
counts the number of route error packets a node receives during a time interval. Note that this
metric is more sensitive to the particular routing protocol than the previous two metrics since the
interceptor must be able to differentiate a route error packet from a simple data packet or any
other control message. Again, we have implemented this metric in ns-2 and demonstrated that it
is well correlated with traditional notions of node mobility (e.g., a node’s average relative velocity
with respect to its neighbors).

2.2 Towards a Passive Sensing Framework

The ability to adapt to a changing context is essential to mobile applications. However, sensing con-
text directly can be very expensive in terms of precious communication resources. We have shown
that passively sensed context metrics can, with no communication overhead, closely approximate or
even directly measure dynamic characteristics of a mobile ad hoc network environment. However,
sensing a handful of such metrics passively is merely the first step in a cohesive passive context
sensing framework. Exposing this information to both network communication protocols and ap-
plications must be accomplished in a way that allows them to adapt their behavior in response to
changes.

It is our position that realizing this vision of passively sensed context awareness requires a
framework through which applications can obtain the context information and through which de-
velopers can inject new metrics. From the adaptation side (the top of Figure 1), the framework
provides an interface that exposes the passive metric suite to the application layer. This enables
the developer to select and parameterize metrics (e.g., altering the window sizes discussed in the
previous section to impact a metric’s memory). Using the programming suite, an application must
be able to request periodic information by providing a request frequency or to simply immediately
sample a particular metric. Adjusting the context metrics’ behaviors to these request patterns can
further save storage and computation overhead within the passive sensing framework. Because the
passive context metrics often do not provide an exact measure of the state of the network, the
interface must also define a manner in which to communicate the quality of the passively sensed



metric. As we create new metrics, we must correlate the passively sensed metric with the ground
truth, as we have for our first three metrics. Future work will determine how to communicate the
measure’s quality to context-aware applications and protocols.

From the sensing side, the framework should completely encapsulate the communication proto-
cols as shown in Figure 1. This is slightly in contrast to the passive metrics discussed previously,
particularly our metric for relative mobility whose current implementation requires a small amount
of protocol-dependent knowledge. Our envisioned passive context sensing framework would identify
and expose a number of hooks between the low-level physical network and the network-level com-
munication protocols that could be used by passive context metrics for implicit sensing. Identifying
a complete set of these hooks and demonstrating a number of additional metrics that utilize them
is planned as future work within the development of our passive context sensing framework. From
both the adaptation and sensing sides of our framework, our interfaces will be as generic as possible
to allow for a high degree of extensibility within the passive sensing suite.

3 Related Work

Generalized software built to support context-aware computing in mobile environments has been
the focus of much research. Among the best known of these systems is the Context Toolkit [5],
which allows application developers to define and reuse widgets, which are responsible for collecting
and disseminating context information. While these approaches have been demonstrated to be
useful in building context-aware applications, the context collection and dissemination is costly
in terms of communication overhead, again because context-awareness is performed in a different
band than adaptation.

In this paper, we specifically looked at passive context metrics for a unique subset of context-
awareness, i.e., network awareness. Many existing projects provide network-awareness by requiring
a dedicated piece of software that sends and receives control message to gather measures of net-
work context. Piecewise network-awareness [3] entails a service that actively monitors and collects
network context. To increase the efficiency of context sensing, this research separates the charac-
teristics sensed about the dynamic, wireless portion of the network from those sensed about the
more static portions. However, the approach does not apply to completely infrastructure-less (ad
hoc) networks and is an active approach, that is it incurs communication overhead to sense network
properties.

Work within the mobile agent domain [2] has motivated the need for expressive network-
awareness in mobile systems, specifically in wireless networks that support mobile agents. More
in line with our notion of passive context sensing, Komodo [4] explicitly differentiates active and
passive network monitoring, defining passive context sensing as any mechanism that does not add
network overhead. However, Komodo itself requires knowledge of the entire network (even links
not currently in use), so the system implements an active sensing approach. Given that we focus on
mobile networks based on wireless communication, our approach takes advantage of the inherent
broadcast nature of communication, passively gathering information about links that may not be
present at the application level.

Passive measurement of network properties has also been explored in a scheme that uses per-
ceived signal strength to adapt a routing protocol [1]. This approach requires that nodes are able
to easily discern the signal strength of incoming packets. The approach also requires nodes to send
periodic “hello” messages to monitor their neighbor set, in fact adding network overhead. Another
approach [8] monitors packet traffic to provide routing protocols information about packets dropped
at the TCP layer. This information allows protocols to more quickly react to route failures.



4 Conclusions

Applications in mobile environments encounter constantly changing operating environments. Pos-
sessing the ability to adapt to these changes makes applications and the communication protocols
that support them significantly more useful and versatile. However, traditional approaches to con-
text sensing require additional communication in an already taxed network. Our work reported
in this paper has begun to develop a passive context sensing suite that enables approximations
of traditional context metrics to be sensed with no communication overhead outside that used for
application-level connections. By demonstrating that we can build commong context metrics such
as measures of network density and relative mobility passively, we have taken a significant step
towards enabling new classes of context-aware applications. These metrics form the cornerstones
of an envisioned passive context sensing framework that will enable the definition of new passive
context metrics and the use of such passive metrics by applications and communication protocols
alike.
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