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4. SMASH INTERNALS

SMASH eases programming of secure mobile agent appli-
cations by providing a modular and extensible program-
ming framework for anonymous and authenticated agents.
SMASH also provides the support necessary for these agents
to authenticate and validate the platforms they visit and
vice versa.

4.1 SMASH Implementation Details

In this section, we explore aspects of the implementation de-
tails of the SMASH middleware. To enable several aspects
of tamper detection in SMASH, our implementation utilizes
Security Enhanced Linux (SELinux [16]) which is a Linux
kernel modified and partly maintained by the National Se-
curity Agency. SELinux enables granular access controls
and provides a powerful but securable multi-user environ-
ment. In addition, we require each platform to incorporate
a Trusted Platform Module (TPM), a hardware chip speci-
fied by the Trusted Computing Group [17]. In combination,
this hardware and operating system enable our implemen-
tation of the security and trust mechanisms outlined in the
previous section.

As described in Section 2, we avoid using the Java program-
ming language for creating agent systems due to its many
restrictions in securing application interactions. Instead, our
middleware is implemented on the platform described above
using C++. On top of this, we use Python to provide a more
flexible and easy-to-use programming interface to the appli-
cation developer. The next section describes this interface in
a bit more detail. Python is a powerful object-oriented lan-
guage whose features make it attractive for rapid application
development. C++, on the other hand, is more amenable
to interaction with SELinux operating system services, has
better performance, and makes many of the subtle aspects of
the system described in Section 3 possible. Finally, SMASH
assumes network communication to be handled by the op-
erating system, and the middleware simply handles agent
movement between platforms at the application level.

4.2 SMASH Application Details

Because our goal is to simplify the process of programming
secure mobile agents, SMASH provides much of the agent’s
reusable functionality within the middleware. The program-
ming interface through which developers create SMASH
agents is presented in Python, an intuitive object-oriented
language. Specifically, the middleware provides an agent
base class (agent) that any application agent must derive.
This base class contains an __init__ method to which the
deriving agent can provide the aspects of the main mod-
ule depicted in Figure 1. Each of these submodules except
the agent’s code (i.e., the agenda, the itinerary, the creden-
tials, the creator key, the TTL, and the application data)
are represented by additional Python classes in the SMASH
middleware that the developer can instantiate. Ultimately,
when an application developer’s agent is created, its __init__
method is invoked, and, within this method, the submod-
ule components are either received as parameters or cre-
ated, and the method agent.__init__( ...) is called with
the submodule components as parameters. This successfully
initializes an agent.

One thing worth noting about this organization of the pro-

gramming interface is the ease with which the submodules
can be initialized. Take as an example the XML-style defi-
nition of goals (shown in Figure 2). To initialize its agenda,
the agent needs only to pass the XML file(s) defining the
agenda to the Python agenda class, and the mechanics for
parsing and properly storing the details of the goals are
implemented within the middleware. The agent’s itinerary
(which includes not only the ids of the target platforms but
also keys and other cryptographic information used for agent
admission) is also defined via a standard XML format that
can be automatically processed by the middleware. Similar
standard approaches for representing the other submodules
module are used; details are omitted here for brevity.

SMASH is engineered to provide both strong and weak mo-
bility. As such, the agent base class in the middleware con-
tains two methods; an agent overrides one or the other de-
pending on whether it desires strong or weak mobility. In
addition, the deriving agent sets a flag in the base class in-
dicating its selection. The two methods, strong run and
weak_run have no functionality defined in the base class,
but in the former case, when the derived agent decides it is
time to move to a new platform, the exact execution state is
saved and later restored on the new platform. This means
that the agent actually records how much processing has
occurred and restarts itself on the new platform in exactly
that location. In the case of weak mobility, when the agent
moves, its weak_run method simply restarts from the begin-
ning. To move, a derived agent calls the move method in
the agent base class, which first determines which mobility
method is being used and (if necessary) saves the agent’s
execution state. Then the move method hooks in to the
remainder of the middleware to find the next platform in
the itinerary and move there. Functionality implemented
within the middleware handles the admission of the agent
as described in Section 3, and eventually, if all checks pass
successfully, the Python derived agent class is restarted.

5. FUTURE WORK

The SMASH middleware infrastructure as described in Sec-
tion 4 is currently under development. Future work will see
the completion of the middelware as described here and the
development of several agent-based applications using the
middleware to demonstrate not only the range of security
concerns the middleware covers but also the range of appli-
cation domains in which it can be applied. This evaluation
will be an important point in the process of SMASH devel-
opment because we hope to gain insight into the languages
and representations we have chosen for modules and sub-
modules (e.g., the representation of the agent’s tasks and
resources using XML).

At the model level, SMASH currently incorporates con-
text information into security decisions by accounting for
an agent’s intended tasks and requested resources. In the
future, we plan to extend this framework to incorporate
the use of more context information into security processes.
This work will build on our previous work in construct-
ing context-sensitive access controls [7]. We envision that
context information such as the other agents present on a
host, available resources, network connectivity, and quality
of service will be able to positively influence agents’ and
platforms’ admission and authorization decisions to provide



efficient behavior to the platforms and the best possible level
of service to the mobile agents.

6. CONCLUSION

In this paper, we have presented SMASH, a secure mo-
bile agent middleware that builds on past research efforts
to create a secure, open, and modular mobile agent system
that can be used to experiment and develop robust appli-
cations. SMASH embraces openess by directly considering
agents’ goals and requests in the security process, allowing
anonymous agents to move freely through intermediary plat-
forms onto their final destinations, and providing a means
for agents to coordinate or compute without being authen-
ticated to a platfrom. Security is provided by integrating
hardware and software techniques to protect, detect, and
identify tampering, and to a high degree, provide increased
flexibility with respect to agent authentication and autho-
rization. Finally, SMASH’s design modularity enhances the
extensibility of mobile agent applications, eases the devel-
opment burden associated with mobile agent systems, and
empowers developers with tools to create a new generation
of mobile agent applications.
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